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Login
To access the FIWOO platform (http://demo.fiwoo.eu/) we must login with our credentials on the
login screen.

We will enter our email and password in the fields “Email” and “Password” respectively and we will
click on “Sign In” to confirm our credentials and access the platform.

Once recognized and authorized by the system, we will see the main FIWOO.
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It may be the case that when entering the credentials, either the mail (Email) and/or the password
(Password), these are not correct, so that on the screen we will see a message that warns us that
the credentials are wrong .

User management
If we want to access the FIWOO platform user management, we must access our profile screen,
located in the upper right corner, and then select "Users".
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Users
Once we access the user management we find a list of users created on the platform.

If it is the first time that we access the platform or we have not created any user, this list will be
empty except forour account.
In the following sections we will see the different user management and configuration options.

Create new user
If we want to create a new user, we must select the “Add user” option.
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We fill in the name (First name), last name (Last name) and email (Email). Finally, we select the role
type(s) we want for the new user. In the following image we can see an example of configuration.

If we have entered all the data correctly, a new confirmation screen will appear with the access
credentials of that user.

If, on the other hand, we have entered a field incorrectly (for example, the email without "@"), the
system will notify us that we must correct the error before continuing.
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User search engine
If we want to filter our list of users we can use the search engine at the top and carry out a
personalized search. We have three options to filter: email (Email), name (Name) and surname
(Last name). Once selected, we will write the text to search for in the search box on the right.

Modify user information
A�er creating a user, you may want to modify their information. To do this, just click on the three
points to the right of the row of the user you want to modify and select the “Edit” option.
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Once in that section, pressing the "Update user" button will unlock the different fields for editing,
allowing the modification of the Name, Surname, Email and Roles. Once the modifications are
finished, the “Apply changes” button must be pressed to make them take effect.

Reset user password
If it is necessary to reset the password of a previously created user, simply search for the user, press
the three dots to the right of its row and select the “Reset password” option. A�er doing so, a new
window will open indicating the new password generated for the user.
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Eliminate user
When it comes to eliminating users from the platform, there are two alternatives: one by one or en
bloc.

To delete users one by one, we simply have to press the three points to the right of the user and
select the “Delete” option. A new window will open to confirm that we want to delete the user. If
we press the "Delete" button again in that window, the user will be deleted.

There is also the option to delete multiple users at once. To do this, we select the ones we want to
remove using the selection box to the le� of each row. Once done, the trash can icon will appear at
the top of the menu, with which you can delete all at once. A�er clicking on this icon, a new
window will open to confirm that we want to delete the users. If we press the “Delete” button in
that window, the users will be deleted.
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User Groups
Another type of entity that is very important in the platform are User Groups. Within the People
section, by clicking on the User Groups tab, we can access this functionality, which allows us to
group users to give them access permission to certain entities on the platform.

Create new user group
If we want to create a new user group, we must select the “Add user group” option.

Fill in the Name and Description and click on the “Next” button.
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A�er this we select who will be able to modify the configuration of the user group. Various types of
access can be selected:

● Public Access: any user with a login on the platform will be able to see the group of users.

● Share with users/user groups in viewing mode: when selecting the users or user groups
with whom we want to share in the search engine, we put it in “Can read” mode. With this
option the user or group will be able to see the user group and its configuration, but not
modify it.

● Share with users/user groups in editing mode: when selecting the users or user groups
with whom we want to share in the search engine, we put it in "You can write" mode. With
this option the user or group will be able to see and modify the user group and its
configuration.
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Now pressing the “Next” button we finish creating the group. From this same screen you can "Add
users" to the group, so that they belong to it and thus have access to the assets shared with said
group.

Pressing this button a selector appears in which we can choose which users we want to add to the
group. Once finished, we press the "Finish" button and the users are added to the group.
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User group search engine
If we want to filter our list of user groups we can use the search engine at the top and carry out a
personalized search. We have two options to filter: Name and Description. Once selected, we will
write the text to search for in the search box on the right.

Modifying User Groups
A�er creating a user group, you may want to modify its information. To do this, just click on the
three dots to the right of the row of the user group you want to modify and select the “Edit” option.

Pressing this option opens a side menu that allows you to make two types of modifications:

● Add/remove users who are members of the group. Using the search engine users can be
located and by clicking on them they are added to the group. Similarly, it is possible to
remove users from the group using the X to its right.
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● Modify the permissions of the group, allowing other users to see and modify its
configuration

. Eliminate user groups
When it comes to eliminating user groups from the platform, there are two alternatives: one by one
or en bloc.

To delete user groups one by one, we simply have to press the three points to the right of the group
and select the “Delete” option. A new window will open to confirm that we want to delete it. If we
press the “Delete” button again in that window, the group will be deleted.

There is also the option to delete multiple groups at once. To do this, we select the ones we want to
remove using the selection box to the le� of each row. Once done, the trash can icon will appear at
the top of the menu, with which you can delete all at once. A�er clicking on this icon, a new
window will open to confirm that we want to delete the groups. If we press the “Delete” button in
that window, the groups will be deleted.
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Roles
The third type of entity that we can manage from the “People” menu are roles. In general, it is
necessary to precisely detail the actions that our users can perform in the system. To carry out this
task we help ourselves with the roles. Roles are well-organized sets of permissions that help us
differentiate the functions that can be carried out by the users to whom they are assigned.

To access the management of roles, we must be located in the people menu and click on the
“Roles” submenu. This action will take us to a list where the Roles that currently exist are found.

Create new role
If we want to create a new role, we must select the “Add role” option.
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A form will appear that will ask us for a name that identifies the new role and will also allow us to
assign the permissions that the users assigned this role will have. We are going to create a "Guest"
role which only has permissions to list system elements and cannot modify anything.
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To add permissions it is necessary to click on the dropdown of the second field of the form. The
following list will appear with all the permissions that are available on the platform.

We have the option to add the permissions that we want one by one and we can also add all the
permissions that contain the words that we write in the search bar. In the following example we
see how we add the permissions to list elements to the guest role.
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Once we decide the reason for filtering, press the “Enter” key and the permissions will be added
automatically.

The figure shows all the added permissions. If we want to remove a specific permission from the
added ones, we simply have to click on the "x" that is immediately to the right of it. If instead we
want to delete all the permissions, we can do it by clicking on the "x" located on the right next to
the drop-down.

A�er deciding the name and permissions, click on the finish button and add the new role. The app
will display a message like the following.
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Role search engine
If we want to filter our list of roles, we can use the search engine at the top and carry out a
personalized search. We have a single filtering option, the Name. We will write the text to search in
the search box on the right.

On the le� it is possible to see the number of matches of our search, in this case there is only one.

Modify a role
If you need to modify an existing role, you must click on the three points to the right of the row of
the role you want to modify and select the “Edit” option.
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Once in that section, pressing the "Update role" button will unlock the different fields for editing,
allowing the Name and Permissions to be modified. Once the modifications are finished, the
“Apply changes” button must be pressed to make them take effect.
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Eliminate roles
When it comes to eliminating roles from the platform, there are two alternatives: one by one or en
bloc.

To delete roles one by one, we simply have to press the three points to the right of the role and
select the "Delete" option. A new window will ask us to confirm the action to avoid unwanted
deletions. If we press the “Delete” button again in that window, the role will be deleted.

There is also the option to delete multiple roles at once. To do this, we select the ones we want to
remove using the selection box to the le� of each row. Once done, the trash can icon will appear at
the top of the menu, with which you can delete all the selected items. A�er clicking on this icon, a
new window will open to confirm that we want to delete the roles. If we press the “Delete” button
in that window, the roles will be deleted.

Management Data
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In the current section we will deal in detail with the management of our devices and the services
that we have by connecting to third-party devices with the aim of being able to exploit the data
coming from them. We'll start by looking at how to work with templates that make it easy to create
new services and devices.

IoT devices
From the Data menu we can carry out the pertinent actions to manage the connected entities,
endowed with the functionality of collecting and supplying different types of data to our system.
We will be able to operate in different ways with the data received and we will be able to represent
them in a more comfortable and friendly way.

We can access the device manager by selecting the “IoT Devices” option from the menu that
appears when you click on the button in the upper right corner.

Create device from scratch
Once we are in the device manager, we can create a new one by pressing the “Add IoT device”
button.
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This action will start a guided creation process in which we will have to fill in various forms that we
will show below. This creation process begins with a window that describes the procedure and
allows you to select the creation method.

The top bar shows the various steps that need to be completed before the creation. In this window
there are two creation options available, in the current section we will thoroughly deal with the
first one, that is, the creation of a new device from scratch. In the next sections we will work with
the option of creating a new device based on a template that we have previously generated. A�er
pressing the "Create from scratch" button we will advance to the form of the "Add device" step.
This form collects the generic information corresponding to the new devices.
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The data on this form is all mandatory, and is mainly responsible for collecting the following data:

● Category: This section contains information related to the application that is going to be
given to a device, it has three sections.

○ Category: Identifies the sector to which the work performed by a device is related.
Each category is assigned an icon with which the device will later be represented in
the widgets.

○ Organization: Represents the type of institution or department in which the device
is established. Its main function is to group devices for publication as open data.

○ Data set: It is used to indicate what data will be obtained from the device. It is a
second level of grouping, within each organization there will be several data sets,
to be able to order them within the open data system.

● Device identifier.

● Name of the device, so that it can be searched for later.

● Device description.

The device in this specific example is a video camera that will participate in international
institutional relations and security projects by providing data on the staff assistance. Click on
“Next” to advance to the next step.
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In this step it is necessary to indicate the protocol by which we will receive the data from our
devices. Depending on the selected protocol, more or less information will have to be added; we
see that in the first instance we only have to fill in a field.

The available protocols are the following:

● IOTA-UL: We will choose this protocol if the data sent by our devices is plain text in
UltraLight 2.0 format.

● IOTA-JSON: We will use this device if our device sends the information in JSON format.

● SIGFOX: We will choose this option if the device uses the SigFox network to send data to
the platform.

● LORA: We will decide on this option if the device establishes a connection through a
LoRaWAN type network. FIWOO currently supports connection to The Things Network
(TTN).

In the case of deciding on the IOTA UL or JSON protocols, it will be necessary to specify which
transport protocol our device will use to send us information. We have three options available:
HTTP, MQTT and AMQP. And if we choose SIGFOX it will not be necessary to indicate additional
information.
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The case of the LORA protocol is more particular and requires more information. To use this
protocol we must have an application that works on TTN (The Things Network) and devices linked
to said application. If we meet these premises, we must specify the following fields in the form:

● Device EUI: Hexadecimal identifier of the device on the TTN network.

● Application EUI: Hexadecimal identifier of the application in the TTN network.

● Application identifier: Application identifier in the TTN network.

● Application key: It is necessary to establish secure communications with the device.

● Credentials: Username and password that allow interaction with the TTN network.

● Data model: CayenneLPP, CBOR or Application Server, indicating the format in which we
expect to receive the data.

A�er specifying the necessary information about the protocol, click "Next" to advance in the
process. In the current section we must establish the properties that we will receive from our
devices. We will be presented with the following form to fill out.
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From this form we have the possibility to indicate different properties that we will have accessible
from the devices. There are three types of properties in total: commands, active attribute, and
static attribute. Next we will see what use each property has and also what properties are needed
by the different protocols mentioned above.

If our device is going to maintain a constant flow of information we will need a property that is an
active attribute. These properties represent the values   that we will receive from the devices that
we register in the system. This property type will be available on all device connection protocols. It
is necessary to establish the following parameters:

● ID: Identifier of the attribute (Required). It has a maximum length of three characters and is
the short representation of the device.

● Name: Descriptive label of the property (Required).

● Type: Class of value that is expected to be received from the device, one of the predefined
values   must be chosen.

○ Null
○ Number
○ String
○ Object
○ Array
○ Boolean
○ Point
○ LineString
○ Polygon

● Unit: Magnitude or measure with which to represent the received value (Optional).

In the event that we had a video device that every certain period of time sends us an image (a
frame of its recording) of a room, we could define an active Array type attribute that collects said
frame.
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It can also be interesting to save device information manually by the user, that is, data of interest
but that the device does not send. To accomplish this task , static attributes. Through these
attributes we will represent values   that, although they may be subject to change in the future,
remain with the value established by the user. The IoTA-UL, IoTA-JSON and SigFox protocols
support this type of properties, although it should be noted that the configuration between SigFox
and the rest varies a bit. If we use IoTA-UL or IoTA-JSON, the parameters that we must complete to
define this property are:

● Name: Descriptive label of the property (Required).

● Type: Class of value that is expected to be received from the device, one of the predefined
values   must be chosen.

○ Null
○ Number
○ String
○ Object
○ Array
○ Boolean
○ Point
○ LineString
○ Polygon

● Value: This parameter indicates the information to be saved (Required).
A practical example of using these values   could be to persistently store the room in which the
devices are placed.

The last property type to mention is the command. These properties help us standardize
communications with our devices so that you can interact with those devices from the platform
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without having to rely on other applications. Only the IoTA-UL and IoTA-JSON protocols currently
accept these types of properties. The parameters that must be established to create a command
are the following:

● ID: Identifier of the command (Required).

● Name: Descriptive label of the property (Required).

● Type: In this case, only the Command type is available.

● Value: This field represents the information that will be sent to the device when the
command is executed. You can set as many aliases for the different values   as you want, and
even none if they are going to be sent manually. The mission of aliases is to make it easier
to recognize the action that said value will perform on the device.

An example could be a command that allows interact with the device indicating a new orientation.

We are going to see how to define several aliases for values   that interest us within a command, for
this we place ourselves in the “VALUE” field of our command-type property; Once positioned, a
menu will appear that will allow us to press an option called “Add command”.

A�er selecting this option, the system will display a new window where we must enter the desired
value and an alias that identifies it.

We can create as many alias-value pairs as we see necessary in the same command.
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In the case of working with the SigFox we must take into account some considerations, the first is
that it supports both active and static types and their functions do not vary with respect to the
IOTA-UL and IOTA-JSON protocols; in fact, static attributes are defined in exactly the same way.
Where the SigFox protocol differs from the rest is with the active attributes, since this time we
expect our devices to communicate with the system through bit frames.

In summary, if we need to establish communication with a device through this protocol, we must
specify values   such as the size of the frame, the reading method and from which byte to start
reading. To declare the active attributes of SigFox the following information must be established:

● ID: Identifier of the attribute (Required). It has a maximum length of 3 characters and is the
short representation of the device.

● Name: Descriptive label of the property (Required).

● Type: Class of value that is expected to be received from the device, one of the predefined
values   must be chosen.

○ uint

● Parameter: length within the bit frame occupied by the attribute being created. The
minimum size is one bit and the maximum is 64 bits or 8 bytes.

● Offset: Through this parameter we indicate in which bit of the byte the information
containing the value of the attribute should begin to be read.

● Endian: Method of reading the attribute data.

○ Little Endian: Starting with the least significant byte.

○ Big Endian: Starting with the most significant byte.

● Unit: Magnitude or measure with which to represent the received value (Optional).

Let's see an example, suppose our device sends 64-bit (5B) frames like the following: 0 x 1A 2B 3C
4D 5E; This frame is in hexadecimal, so each letter or number corresponds to 4 bits. If the active
attribute that we are creating were made up of all the bytes, we should specify that its length is 64
bits and that the offset is 0, since we must start reading from the first bit. Finally we must specify
the reading method, by means of Big Endian we specify that we want the most significant byte to
indicate the order and by means of Little Endian it is just the opposite, the least significant will be
the first to be read.
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Once we take into account all these details we can add new properties to our device.

Once we know the types of properties, it is necessary to know that it is possible to add as many
properties as needed, being able to use properties of different types. There is also the option to
modify or delete the properties already created using the icons located to the right of each one.

Once all the required properties are in place, we go to the last step by clicking on “Next”. In this
step it is possible to indicate which users will have permissions to interact with the generated
device. Through the search bar that appears on the owner, it is possible to assign editing or
viewing permissions to user groups and/or specific users.
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A�er clicking on the “Next” button, the process will end and the system will display the following
message to inform you that everything has been saved correctly.
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Create device based on data model (templates)

As can be seen in section Data Model there is the possibility of creating a template that serves as a
model to generate new devices, thus speeding up the process of registering our equipment in the
FIWOO system. Once again, we go to the device manager and proceed to create a new one by
pressing the "Add device" button.

This action will start a guided device creation process that starts with a window that describes the
procedure and allows you to select the creation method.
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During this process we have an upper bar where the different steps that must be completed before
finishing the creation process are shown.

As we saw in the previous section, in this window there are two creation options available,
currently we will deal with the second in depth, that is, the creation of a new device starting from
a data model that we have previously generated. Creating a device without a data model is
detailed in Create device from scratch.

To work with a template we will select one using the drop-down menu that is indicated in the
previous image, this menu has a search bar that allows us to quickly find the desired template.
A�er choosing the template and pressing the "Create using template" button, we will advance to
the form of the "Add device" step. This form collects the generic information corresponding to the
new devices.

When entering the form we check how the data was filled in automatically, the only parameter that
we must fill in is the device identifier. This identifier must be unique for each device and will be
used by it to send its data to the platform. It should be noted that, if the template does not
perfectly suit our needs, we can modify the values   of the form, we are not obliged to follow the
template at all times. A�er specifying the identifier we can go to the next step by clicking on “Next”.
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The template has generated both the protocol that the device will use and the transport protocol
by which it will send the data. If necessary, these pre-established values   could be modified and the
ones we want configured. Once the protocols have been decided, click on "Next" to advance to
step 4.

In this step we have also received the help of the template, we can see how the properties have
been included automatically. Es importante resaltar que si en el paso anterior se hubiese
seleccionado un protocolo distinto al que se configuró en la plantilla, el formulario actual estaría
vacío y deberíamos rellenar los campos manualmente. Esto es debido a que cada protocolo acepta
distintos tipos de propiedades.

As usual, you can add as many properties as you need. There is also the option to modify or delete
the properties already created using the icons to the right of the properties. Once all the required
properties are in place, go to the last step by clicking on "Next".
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In this step we must indicate the users and/or groups of users that will have access to interact in
some way with the device that we are going to create. In this step the template also helps and
assigns the permissions to the relevant users and/or user groups...

A�er clicking on the "Next" button, the process will be completed and the system will display the
following message to inform that everything has been saved correctly.

Página 38



Device search engine
If we want to filter our list of devices we can use the search engine at the top and carry out a
personalized search. We have four options to filter: Id, Name, Description and Category. Once
selected, we will write the text to search for in the search box on the right.

My devices
We have a convenient view that facilitates access to the devices created by the user who has the
active session. To enter this view we just have to click on “MY DEVICES” from the device
management view.
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Modifying a device
There is the option of changing the configuration of the created devices, but to be able to edit them
it is necessary that they are owned by us or have permission to do so. To modify a device, just click
on the three dots to the right of the row of the device you want to modify and select the “Edit”
option. This action can be carried out from the Devices view and from the My Devices view.

This will display a menu on the right side of the screen where we can see the current
characteristics of the device.

In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the device.
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We can appreciate that we have the ability to modify the device name, description and category.
We also have access to three submenus, these are: Protocols, Properties and Permissions. In the
Protocol submenu we only have the ability to view the data, however in the other two we have
many more options available.

In the Properties submenu we have a button that allows us to add new attributes to the device and
also some icons in the shape of a pencil and a trash can that allow us to edit and delete properties
respectively. When trying to delete a property, the system will display a window that will ask you to
confirm the performance of said action.
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If we click on the pencil icon we will have access to a form that will allow us to modify the values   of
the property in question.

Clicking on the “+ Properties” button will show a small menu with the different types of properties
available for our device.

A�er choosing a type of property, a form will be shown to enter the data for this new attribute.
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In the last submenu we will be able to modify the permissions that users have on the device. We
have the possibility of using the search bar to give access to new users or groups of users and we
also have buttons to specify permissions for users who already have them and even revoke
permissions.

If our devices use the LoRa or SigFox protocol, we must know that we do not have full power to edit
its parameters, specifically we can only make changes to its name, description, category and
permissions. If we enter the properties tab we see how the edit and delete buttons do not appear.
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Send a command to a device

The commands allow the user to interact with the devices, establishing values   that will be
transmitted to the device in order for it to process it and act accordingly. In this section we will
show how to send these commands and the available options.

Keep in mind that this option will only be available on those devices that have at least one
command-type property defined. Let's see an example of a device that controls the temperature of
a bathtub, in which we have defined a command that helps us cool the water.

In the image you can see the configuration of one of the commands that we are going to use. To
transmit this information to a device, we must place ourselves on the three dots that appear to its
right and select the “Send command” option.
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A�er this, a window will appear where we will indicate the command that we want to execute and
the value that will be sent to the device for that command.

In the window that appears we have two search bars: the one on the le� will allow us to choose the
“Temperature” command that we showed before; on the other hand, the bar on the right will let us
choose between the options “COLD”, “HEAT” and “BOILING”. If by chance we wanted to insert the
value to send in the command manually, we could do it by clicking on “Conf. advanced”.
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A�er pressing the button “Conf. advanced” the search bar on the right has become a text field
where we can specify the value we want. To restore the form to its previous stage, we only have to
press the “Conf. simple” that has replaced the previous button.

A�er selecting a value and pressing the "Send command" button, the system will send this
information to the device and will display a message indicating that the operation has been carried
out successfully.
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Remove device
When removing a device from the platform, there are two alternatives: one by one or in bulk.

To delete devices one by one, we simply have to press the three points to the right of the device
and select the “Delete” option. A new window will open to confirm that we want to delete it. If we
press the "Delete" button again in that window, it will be removed from the system.

There is also the option to remove multiple devices at once. To do this, we select the ones we want
to remove using the selection box to the le� of each row. Once done, the trash can icon will appear
at the top of the menu, with which you can delete all at once. A�er clicking on this icon, a new
window will open to confirm that we want to remove the devices. If we press the “Delete” button in
that window, they will be removed from the system.
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Data models
When working with several devices, the task of creating them can be somewhat tedious. To
facilitate this work, we will use the Data Models (templates), which allow the creation of a common
structure between devices and/or services of the same type, so that it will not be necessary to
enter the same data on multiple occasions.

We can access it by selecting the “Data model” option from the menu that appears when you click
on the button in the upper right corner.

Create data model

Once we are in the template manager, we can create a new one if we press the “Add model” button.
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This action will start a guided creation process in which we will have to fill in various forms that we
will discuss below. This creation process begins with an informational window.

The upper bar shows the different steps that must be completed before finishing the creation
process. A�er pressing the next button we will advance to the form of the “Add Template” step.
This form collects the generic information corresponding to the new devices and services.
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The data on this form is all mandatory, and is mainly responsible for collecting the following data:

● Category: This section contains information related to the application that is going to be
given to a device, it has three sections.

○ Category: Identifies the sector to which the work performed by a device is related.
Each category is assigned an icon with which the device will later be represented in
the widgets.

○ Organization: Represents the type of institution or department in which the device
is established. Its main function is to group devices for publication as open data.

○ Data set: It is used to indicate what data will be obtained from the device. It is a
second level of grouping, within each organization there will be several data sets,
to be able to order them within the open data system.

● Name of the template, so that it can be searched for later.

● Template description.

The template for this particular example will help create GPS devices that will be used in
Environment projects and will provide data related to air quality at a given point. Click on “Next” to
advance to the next step.

In this step it is necessary to indicate the protocol by which we will receive the data from our
devices. Depending on the selected protocol, more or less information will have to be added; we
see that in the first instance we only have to fill in one field.
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The available protocols are the following:

● IOTA-UL: We will choose this protocol if the data sent by our devices is plain text in
UltraLight 2.0 format.

● IOTA-JSON: We will use this device if our device sends the information in JSON format.

● SIGFOX: We will choose this option if the device uses the SigFox network to send data to
the platform.

● LORA: We will decide on this option if the device establishes a connection through a
LoRaWAN type network. FIWOO currently supports connection to The Things Network
(TTN).

In the case of deciding on the IOTA UL or JSON protocols, it will be necessary to specify which
transport protocol our device will use to send us information. We have three options available:
HTTP, MQTT and AMQP. In the case of choosing LORA, it is necessary to indicate the data model
with which we will work, CayenneLPP, CBOR or Application Server. Finally, if we choose SIGFOX it
will not be necessary to indicate additional information.

A�er specifying the necessary information about the protocol, click on "Next" to advance in the
process. In this section we must establish the properties that we will receive from our devices. We
will be presented with the following form to fill out.
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From this form we have the possibility to indicate different properties that we will have accessible
from the devices. There are three types of properties: commands, active attribute, and static
attribute. Next we will see what use each property has and also what properties are needed by the
different protocols mentioned above.

If our device is going to maintain a constant flow of information we will need a property that is an
active attribute. These properties represent the values   that we will receive from the devices that
we register in the system. This property type will be available on all device connection protocols. It
is necessary to establish the following parameters:

● ID: Identifier of the attribute (Required). It has a maximum length of three characters and is
the short representation of the device.

● Name: Descriptive label of the property (Required).

● Type: Class of value that is expected to be received from the device, one of the predefined
values   must be chosen.

○ Null
○ Number
○ String
○ Object
○ Array
○ Boolean
○ Point
○ LineString
○ Polygon

● Unit: Magnitude or measure with which to represent the received value (Optional).

In the event that we had a device that every certain period of time would indicate the level of CO2
in a room, we could define an active attribute of a numerical type that would collect said value,
even determining the corresponding unit of measurement.
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It can also be interesting to save device information manually by the user, that is, data of interest
but that the device does not send. To accomplish this task , static attributes. Through these
attributes we will represent values   that, although they may be subject to change in the future,
remain with the value established by the user. The IoTA-UL, IoTA-JSON and SigFox protocols
support this type of properties, although it should be noted that the configuration between SigFox
and the rest varies a bit. If we use IoTA-UL or IoTA-JSON, the parameters that we must complete to
define this property are:

● Name: Descriptive label of the property (Required).

● Type: Class of value that is expected to be received from the device, one of the predefined
values   must be chosen.

○ Null
○ Number
○ String
○ Object
○ Array
○ Boolean
○ Point
○ LineString
○ Polygon

● Value: This parameter indicates the information to be saved (Required).

A practical example of using these values   could be to persistently store the height at which the
devices are placed.
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The last property type to mention is the command. These properties help us standardize
communications with our devices so that you can interact with those devices from the platform
without having to rely on other applications. Only the IoTA-UL and IoTA-JSON protocols currently
accept these types of properties. The parameters that must be established to create a command
are the following:

● ID: Identifier of the command (Required).

● Name: Descriptive label of the property (Required).

● Type: In this case, only the Command type is available.

● Value: This field represents the information that will be sent to the device when the
command is executed. You can set as many aliases for the different values   as you want, and
even none if they are going to be sent manually. The mission of aliases is to make it easier
to recognize the action that said value will perform on the device.

An example could be a command that allows interact with the device by passing information on
the desired temperature.

We are going to see how to define several aliases for values   that interest us within a command, for
this we place ourselves in the “VALUE” field of our command-type property; Once positioned, a
menu will appear that will allow us to press an option called “Add command”.
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A�er selecting this option, the system will display a new window where we must enter the desired
value and an alias that identifies it.

We can create as many alias-value pairs as we see necessary in the same command.

In the case of working with the SigFox we must take into account some considerations, the first is
that it supports both active and static types and their functions do not vary with respect to the
IOTA-UL and IOTA-JSON protocols; in fact, static attributes are defined in exactly the same way.
Where the SigFox protocol differs from the rest is with the active attributes, since this time we
expect our devices to communicate with the system through bit frames.

In summary, if we need to establish communication with a device through this protocol, we must
specify values   such as the size of the frame, the reading method and from which byte to start
reading. To declare the active attributes of SigFox the following information must be established:

● ID: Identifier of the attribute (Required). It has a maximum length of three characters and is
the short representation of the device.

● Name: Descriptive label of the property (Required).

● Type: Class of value that is expected to be received from the device, one of the predefined
values   must be chosen.
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○ uint

● Parameter: length within the bit frame occupied by the attribute being created. The
minimum size is one bit and the maximum is 64 bits or 8 bytes.

● Offset: Through this parameter we indicate in which bit of the byte the information
containing the value of the attribute should begin to be read.

● Endian: Method of reading the attribute data.

○ Little Endian: Starting with the least significant byte.

○ Big Endian: Starting with the most significant byte.

● Unit: Magnitude or measure with which to represent the received value (Optional).

Let's see an example, suppose our device sends 40-bit (5B) frames like the following: 0 x 1A 2B 3C
4D 5E; This frame is in hexadecimal, so each letter or number corresponds to 4 bits. If the active
attribute that we are creating were made up of all the bytes, we should specify that its length is 40
bits and that the offset is 0, since we must start reading from the first bit. Finally we must specify
the reading method, by means of Big Endian we specify that we want the most significant byte to
indicate the order and by means of Little Endian it is just the opposite, the least significant will be
the first to be read.

Once we take into account all these details we can add new properties in our template.

Página 56



Once we know the types of properties, it is necessary to know that it is possible to add as many
properties as needed, being able to use properties of different types. There is also the option to
modify or delete the properties already created using the icons located to the right of each one.

Once all the required properties are in place, we go to the last step by clicking on “Next”. In this
step it is possible to indicate which users or groups of users will have permissions to interact with
this template and with the devices and/or services generated from it.

Through the search bar that appears on the owner, it is possible to assign editing or viewing
permissions to user groups and/or specific users.
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A�er clicking on the “Next” button, the process will end and the system will display a message to
inform you that everything has been saved correctly.

search engine Data model
If we want to filter our list of data models, we can use the search engine at the top and carry out a
personalized search. We have three options to filter: Name, Description and Category. Once
selected, we will write the text to search for in the search box on the right.
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My data models
We have a convenient view that facilitates access to the data models that have been created by the
user who has the active session. To enter this view we just have to click on "MY DATA MODELS"
from the data model management view.

In this view we also have the options for searching and creating templates that we mentioned
earlier, however, we can only search among the templates that we own.

Modify a data model
There is the option to change the configuration of the created data models. It is important to
highlight that in order to edit them it is necessary that they are owned by us or have permission to
do so. To modify a model, just click on the three points to the right of the row of the model you
want to modify and select the “Edit” option. This action can be carried out from the Templates
view and from the My Templates view.
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This will display a menu on the right side of the screen where we can see the current
characteristics of the template.

In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the template.
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We can appreciate that we have the ability to modify the name of the template, the description and
the category. We also have access to three submenus, these are: Protocol, Attributes and
Permissions. In the Protocol submenu we only have the ability to view the data, however in the
other two we have many more options available.

In the Properties submenu we have a button that allows us to add new attributes to the template
and also some icons in the shape of a pencil and a trash can that allow us to edit and delete
properties respectively. When trying to delete a property, the system will display a window that will
ask you to confirm the performance of said action.

If we click on the pencil icon we will have access to a form that will allow us to modify the values   of
the property in question.
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Clicking on the “+ Properties” button will display a small menu with the different types of
properties available for our template.

A�er choosing a type of property, a form will be shown to enter the data for this new attribute.

In the last submenu we will be able to modify the permissions that users have on the template. We
have the possibility of using the search bar to give access to new users or groups of users and we
also have buttons to specify permissions for users who already have them and even revoke
permissions.
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Eliminate data model
When it comes to eliminating data models from the platform, there are two alternatives: one by
one or in block.

To delete data models one by one, we simply have to press the three points to the right of the
model and select the “Delete” option. A new window will open to confirm that we want to delete it.
If we press the "Delete" button again in that window, it will be removed from the system.

There is also the option to delete multiple models at once. To do this, we select the ones we want
to remove using the selection box to the le� of each row. Once done, the trash can icon will appear
at the top of the menu, with which you can delete all at once. A�er clicking on this icon, a new
window will open to confirm that we want to delete the models. If we press the “Delete” button in
that window, they will be removed from the system.
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Groups of IoT devices Groups of IoT
devices can greatly facilitate the management of our devices, so learning to work with them means
obtaining more efficient management of our resources. Assuming that our project uses hundreds
of devices, registering them in the system one by one would be too laborious a task. A service
allows modeling a generic configuration for the devices and associates said configuration with an
API Key; If we configure the devices to interact with our system using said key, they will be
automatically registered with the established configuration.

We can access the IoT Device Groups manager by selecting the “IoT Device Groups” option from the
menu that appears when clicking on the button in the upper right corner.

Create a group of IoT devices from scratch
Once we are in the service manager, we can create a new one if we press the “Add IoT device
group” button.
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This action will start a guided creation process in which we will have to fill in various forms that we
will show below. This creation process begins with a window that describes the procedure and
allows you to select the creation method.

The upper bar shows the different steps that must be completed before finishing the creation
process. In this window there are two creation options available, in the current section we will
thoroughly deal with the first one, that is, the creation of a new service from scratch. In the next
sections we will work with the option of creating a new service starting from a template that we
have previously generated. A�er pressing the "Create from scratch" button we will advance to the
form of the "Add group of devices" step. This form collects the generic information corresponding
to the new services.
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● Category: This section contains information related to the application that is going to be
given to a device that has been generated through the group, it has three sections.

○ Category: Identifies the sector to which the work performed by a device is related.
Each category is assigned an icon with which the group will later be represented in
the widgets.

○ Organization: Represents the type of institution or department in which the device
is established. Its main function is to group devices for publication as open data.

○ Data set: It is used to indicate what data will be obtained from the device. It is a
second level of grouping, within each organization there will be several data sets,
to be able to order them within the open data system.

● Name of the group, so that it is possible to search for it later.

● Description of the group.

The group described in this specific example is a service related to environmental quality that will
participate in land use and housing projects and will provide data on air quality in libraries. Click
on “Next” to advance to the next step.

In this step it is necessary to indicate the protocol by which we will receive the data of our services.
Depending on the selected protocol, more or less information will have to be added; we see that in
the first instance we only have to fill in one field.
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The available protocols are the following:

● IOTA-UL: We will choose this protocol if the data sent by our devices is plain text in
UltraLight 2.0 format.

● IOTA-JSON: We will use this device if our device sends the information in JSON format.

● SIGFOX: We will choose this option if the device uses the SigFox network to send data to
the platform.

● LORA: We will decide on this option if the device establishes a connection through a
LoRaWAN type network. FIWOO currently supports connection to The Things Network
(TTN).

In the case of deciding on the IOTA UL or JSON protocols, it will be necessary to specify which
transport protocol our service will use to send us information. We have available the options:
HTTP, MQTT and AMQP. And if we choose SIGFOX it will not be necessary to indicate additional
information.

The case of the LORA protocol is more particular and requires more information. To use this
protocol we must have an application that works on TTN (The Things Network) and devices linked
to said application. If we fulfill these premises, we must specify the following fields in the form:

● EUI of the application: Hexadecimal identifier of the application in the TTN network.

● Application identifier: Application identifier in the TTN network.

● Application key: It is necessary to establish secure communications with the device.

● Credentials: Username and password that allow interaction with the TTN network.

● Data model: CayenneLPP, CBOR or Application Server, indicating the format in which we
expect to receive the data.
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A�er specifying the necessary information about the protocol, click "Next" to advance in the
process. In the current section we must establish the properties that we will receive from the
devices that are generated when using our service. We will be presented with the following form to
fill out.

From this form we have the possibility to indicate different properties that we will have accessible
from the devices. There are three types of properties in total: commands, active attribute, and
static attribute. Next we will see what use each property has and also what properties are needed
by the different protocols mentioned above.
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If our device is going to maintain a constant flow of information we will need a property that is an
active attribute. These properties represent the values   that we will receive from the devices that
we register in the system. This property type will be available on all device connection protocols. It
is necessary to establish the following parameters:

● ID: Identifier of the attribute (Required). It has a maximum length of three characters and is
the short representation of the device.

● Name: Descriptive label of the property (Required).

● Type: Class of value that is expected to be received from the device, one of the predefined
values   must be chosen.

○ Null
○ Number
○ String
○ Object
○ Array
○ Boolean
○ Point
○ LineString
○ Polygon

● Unit: Magnitude or measure with which to represent the received value (Optional).

In the event that we had a device that every certain period of time would indicate the level of CO2
in a room, we could define an active attribute of a numerical type that would collect said value,
even determining the corresponding unit of measurement.

It can also be interesting to save device information manually by the user, that is, data of interest
but that the device does not send. To accomplish this task , static attributes. Through these
attributes we will represent values   that, although they may be subject to change in the future,
remain with the value established by the user. The IoTA-UL, IoTA-JSON and SigFox protocols
support this type of properties, although it should be noted that the configuration between SigFox
and the rest varies a bit. If we use IoTA-UL or IoTA-JSON, the parameters that we must complete to
define this property are:

● Name: Descriptive label of the property (Required).
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● Type: Class of value that is expected to be received from the device, one of the predefined
values   must be chosen.

○ Null
○ Number
○ String
○ Object
○ Array
○ Boolean
○ Point
○ LineString
○ Polygon

● Value: This parameter indicates the information to be saved (Required).

A practical example of using these values   could be to persistently store the height at which the
devices are placed.

The last property type to mention is the command. These properties help us standardize
communications with our devices so that you can interact with those devices from the platform
without having to rely on other applications. Only the IoTA-UL and IoTA-JSON protocols currently
accept these types of properties. The parameters that must be established to create a command
are the following:

● ID: Identifier of the command (Required).

● Name: Descriptive label of the property (Required).

● Type: In this case, only the Command type is available.

● Value: This field represents the information that will be sent to the device when the
command is executed. You can set as many aliases for the different values   as you want, and
even none if they are going to be sent manually. The mission of aliases is to make it easier
to recognize the action that said value will perform on the device.

An example could be a command that allows interact with the device by passing information on
the desired temperature.
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We are going to see how to define several aliases for values   that interest us within a command, for
this we place ourselves in the “VALUE” field of our command-type property; Once positioned, a
menu will appear that will allow us to press an option called “Add command”.

A�er selecting this option, the system will display a new window where we must enter the desired
value and an alias that identifies it.

We can create as many alias-value pairs as we see necessary in the same command.

In the case of working with the SigFox we must take into account some considerations, the first is
that it supports both active and static types and their functions do not vary with respect to the
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IOTA-UL and IOTA-JSON protocols; in fact, static attributes are defined in exactly the same way.
Where the SigFox protocol differs from the rest is with the active attributes, since this time we
expect our devices to communicate with the system through bit frames.

In summary, if we need to establish communication with a device through this protocol, we must
specify values   such as the size of the frame, the reading method and from which byte to start
reading. To declare the active attributes of SigFox the following information must be established:

● ID: Identifier of the attribute (Required). It has a maximum length of three characters and is
the short representation of the device.

● Name: Descriptive label of the property (Required).

● Type: Class of value that is expected to be received from the device, one of the predefined
values   must be chosen.

○ uint

● Parameter: length within the bit frame occupied by the attribute being created. The
minimum size is one bit and the maximum is 64 bits or 8 bytes.

● Offset: Through this parameter we indicate in which bit of the byte the information
containing the value of the attribute should begin to be read.

● Endian: Method of reading the attribute data.

○ Little Endian: Starting with the least significant byte.

○ Big Endian: Starting with the most significant byte.

● Unit: Magnitude or measure with which to represent the received value (Optional).

Let's see an example, suppose our device sends 40-bit (5B) frames like the following: 0 x 1A 2B 3C
4D 5E; This frame is in hexadecimal, so each letter or number corresponds to 4 bits. If the active
attribute that we are creating were made up of all the bytes, we should specify that its length is 40
bits and that the offset is 0, since we must start reading from the first bit. Finally we must specify
the reading method, by means of Big Endian we specify that we want the most significant byte to
indicate the order and by means of Little Endian it is just the opposite, the least significant will be
the first to be read.
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Once we take into account all these details we can add new properties to our service.

Once we know the types of properties, it is necessary to know that it is possible to add as many
properties as needed, being able to use properties of different types. There is also the option to
modify or delete the properties already created using the icons located to the right of each one.
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Once all the required properties are in place, we go to the last step by clicking on “Next”. In this
step it is possible to indicate which users or groups of users will have permissions to interact with
this group of services and with the devices generated from it. Through the search bar that appears
on the owner, it is possible to assign editing or viewing permissions to user groups and/or specific
users.

A�er clicking on the “Next” button, the process will end and the system will display the following
message to inform you that everything has been saved correctly.
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Create group of IoT devices based on model (template)

As can be seen in the section Data Models There is the possibility of creating a template that serves
as a model to generate new groups of devices, thus speeding up the process of registering our
services in the FIWOO system. To do this, we go to the device group manager and proceed to create
a new one by pressing the "Add device group" button.

This action will start a guided device group creation process that starts with a window that
describes the procedure and allows you to select the creation method.
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During this process we have an upper bar where the different steps that must be completed before
finishing the creation process are shown.

In this window there are two creation options available, currently we will thoroughly deal with the
second one, that is, the creation of a new group starting from a model that we have previously
generated. Creating a device group without data models is detailed in Create device group from
scratch.

To work with a data model we will select one using the drop-down menu that is indicated in the
previous image, this menu has a search bar that allows us to quickly find the desired model
(template). A�er choosing the data model and pressing the "Create using the data model" button,
we will advance to the form of the "Add group of IoT devices" step. This form collects the generic
information corresponding to the new services.

When entering the form we check how the data was filled automatically. It should be noted that if
the data model does not perfectly suit our needs, we can modify the values   of the form, we are not
obliged to follow the model at all times. A�er specifying the identifier we can go to the next step by
clicking on “Next”.
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The data model (template) has automatically completed both the protocol that the devices
generated from this service will use, and the transport protocol by which the data will be sent. If
necessary, these pre-established values   could be modified and the ones we want configured. Once
the protocols have been decided, click on “Next” to advance to step 4.

In this step we have also received the help of the data model, we can see how the properties have
been included automatically. We must be aware that if a protocol other than the one configured in
the data model had been selected in the previous step, the current form would be empty and we
would have to fill in the fields manually. This is because each protocol accepts different types of
properties.

It is possible to add as many properties as needed. There is also the option to modify or delete
properties already created using the icons to the right of the properties. Once all the required
properties are in place, we go to the last step by clicking on “Next”.
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In this step we must indicate the users and/or user groups that will have access to interact in some
way with the devices that are registered from the service. In this step we have also received help
from the template.

A�er clicking on the “Next” button, the process is finished and the system will display a message to
inform you that everything has been saved correctly. This screen also shows the Api Key associated
with the group of devices, this key will be used by the devices to register automatically.

search engine IoT device group
If we want to filter our list of device groups, we can use the search engine at the top and carry out a
personalized search. We have three options to filter: Name, Description and Category. Once
selected, we will write the text to search for in the search box on the right.
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My IoT device groups
We have a convenient view that facilitates access to the groups created by the user who has the
active session. To enter this view we just have to click on "MY DEVICE GROUPS" from the service
management view.

Modify a group of IoT devices
There is the option to change the configuration of the groups created, but to be able to edit them it
is necessary that they are owned by us or have permission to do so. To see the available editable
options, just click on the three points to the right of the row of the service you want to modify and
select the “Edit” option.

This will display a menu on the right side of the screen where we can see the current
characteristics of the service.
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In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the device.

We can appreciate that we have the ability to modify the name of the group, the description and
the category. From this view we can review the API Key that is generated when registering a service
and we also have access to three submenus, these are: Protocols, Properties and Permissions. In
the Protocol submenu we only have the ability to view the data, however in the other two we have
many more options available.
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In the Properties submenu we have a button that allows us to add new attributes to the service
and also some icons in the shape of a pencil and a trash can that allow us to edit and delete
properties respectively. When trying to delete a property, the system will display a window that will
ask you to confirm the performance of said action.

If we click on the pencil icon we will have access to a form that will allow us to modify the values   of
the property in question.
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By clicking on the “+ Properties” button, a small menu will be displayed with the different types of
properties available for our service.

A�er choosing a type of property, a form will be shown to enter the data for this new attribute.

In the last submenu we will be able to modify the permissions that users have on the service. We
have the possibility of using the search bar to give access to new users or groups of users and we
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also have buttons to specify permissions for users who already have them and even revoke
permissions.

We must know that the fact of modifying a group of devices does not modify the devices already
generated, but these changes will be reflected in the new devices that are registered.

Creating a device from a service
In the sections Create a group of IoT devices from scratch and Create a device based on a model ,
we saw how when registering a group of devices, a key or API Key was generated, which is
necessary to be able to connect a device to the system. . To review the API Key we can do it if we
click on the three dots to the right of a group and select the “Edit” option.

This action will display a menu to the right of the screen that contains the API Key of the service at
the top.
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Once we know the API Key of the service, we must provide it to all the devices that we want to
register in the system. When these devices start sending information, the system will automatically
check which service the key corresponds to and will execute the necessary actions to generate a
new device. .

Deleting a group of IoT devices
When deleting a group of devices from the platform, there are two alternatives: one by one or en
bloc.

To delete groups one by one, we simply have to press the three points to the right of the service
and select the “Delete” option. A new window will open to confirm that we want to delete it. If we
press the "Delete" button again in that window, it will be removed from the system.

The window that will ask us for confirmation will be similar to the following.
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There is also the option to delete multiple groups at once. To do this, we select the ones we want to
remove using the selection box to the le� of each row. Once done, the trash can icon will appear at
the top of the menu, with which you can delete all at once. A�er clicking on this icon, a new
window will open to confirm that we want to delete the services. If we press the “Delete” button in
that window, they will be removed from the system.

We must know that the fact of deleting a group affects the devices associated with it,
unsubscribing from the system together with said service.
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Data import
FIWOO is capable of importing information hosted on CKAN or Geoserver servers, as well as CSV
files. Once we add these resources to our system, we will be able to work with them in the Flow
ETL.

For greater visual comfort, we have worked in this section with the side menu minimized, in this
way the screen only shows the information that is being processed and nothing else. To carry out
this action, simply click on the icon that appears in the upper le� corner, right next to the FIWOO
logo.

We can access the External data import manager by selecting the “Data import” option in the Data
section, from the menu that appears when clicking on the button in the upper right corner.

Add data import
Once we are in the data import manager, we can create a new one by pressing the “Add data
import” button.

This action will start a guided creation process in which we will have to fill in various forms that we
will discuss below. This creation process begins with a window in which the system requests
information related to the functions of the data source.
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The process varies depending on the type of source that we choose, in this section we will see in
detail the configuration of requirements for each of these types.

If we choose to use a data source of type CKAN, then we must specify a URL with which we can
obtain the relevant information. The URL that we specify will serve us to obtain data of type CSV or
of type Table. If necessary, we can enter an application key with which to identify ourselves in the
URL.

In the next step of the creation process, the system will ask us to enter the name of the properties
to be read and also to specify the type of property it has.

We can include as many properties as we need, the available types are the following:
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● Boolean

● Numeric

● Text String

● Array

Once we have established the attributes of our external data source, we can click on the “Next”
button to advance to the “Assign Permissions” step. In this step it is possible to indicate which
users will have permissions to interact with the data source. Through the search bar that appears
on the owner, it is possible to assign editing or viewing permissions to user groups and/or specific
users.

A�er clicking “Next”, the system will display a message informing us that the data source has been
successfully added.
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If instead of using the CKAN type, we decide to use a "Geoserver Source" type data source, we must
fill out a form in which we will specify the necessary requirements to request the data from the
server that we are going to use. Specifically, we must enter the following data:

● Server URL.

● Username and password to access the server.

● Workspace whose data we want to obtain.

Once we enter the data, the system will validate the connection with the server and will ask us to
enter the layers with the information we want to receive in another form.

Once we have established the attributes of our external data source, we can click on the “Next”
button to advance to the “Assign Permissions” step. In this step it is possible to indicate which
users will have permissions to interact with the data source. Through the search bar that appears
on the owner, it is possible to assign editing or viewing permissions to user groups and/or specific
users.
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A�er clicking “Next”, the system will display a message informing us that the data source has been
successfully added.

Imported data search engine
If we want to filter our list of imported data we can use the search engine at the top and carry out a
personalized search. We have two options to filter: Name and Description. Once selected, we will
write the text to search for in the search box on the right.
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Modify data source permission settings

There is an option to change the settings of the created data sources. It is important to highlight
that in order to edit them it is necessary that they are owned by us or have permission to do so. To
modify a font, just click on the three dots to the right of the row of the font you want to modify and
select the “Edit” option.

This will display a menu on the right side of the screen where we can see the current
characteristics of the source.

We can see that in the upper le� part of the menu that the system shows us, we have the ability to
modify the name and description. In the upper right corner we have a button that allows us to
resize the menu, enlarging said menu in such a way that it is more comfortable to edit the source.

In the “Information” submenu we have access to the source identifier, the type of source and the
dates of modification and creation. This menu is informative, so we will not be able to modify
anything in it.
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In the last submenu we will be able to modify the permissions that users have on the source. We
have the possibility of using the search bar to give access to new users or groups of users and we
also have buttons to specify permissions for users who already have them and even revoke
permissions.

Eliminate data source
When it comes to eliminating an external data source from the platform, there are two alternatives:
one by one or en bloc.

To delete sources one by one, we simply have to press the three points to the right of the source
and select the “Delete” option. A new window will open to confirm that we want to delete it. If we
press the "Delete" button again in that window, it will be removed from the system.
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There is also the option to remove multiple fonts at once. Para ello, seleccionamos las que
queramos eliminar usando el cuadro de selección a la izquierda de cada fila. Once done, the trash
can icon will appear at the top of the menu, with which you can delete all at once. A�er clicking on
this icon, a new window will open to confirm that we want to delete the fonts. If we click on the
"Delete" button in that window, they will be removed from the system.

Flow

For the creation of the ETL Flows we are going to use the Apache Nifi tool.

It is an external tool to FIWOO but it will allow us to carry out the ETL processes and export these
results to be able to work later in FIWOO.

This tool will allow us to create Flow in which we can process and prepare the data sets to be
exploited.

For more information see https://nifi.apache.org/docs.html
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Data Export/Publication

We can access the data Export/Publication manager by selecting the “Data Export/Publication”
option from the menu that appears when clicking on the button in the upper right corner.

Add data export
Once we are in the data export/publication manager, we can create a new one if we press the “Add
Data Export” button.

This action will start a guided creation process that starts the system asking for the type of source
from which the data will be extracted. We have four options available: Devices, ETL's, KPI's and
Layer Gis. During this section we will explain what requirements must be configured for each of
these types.
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If we choose to use a device as a source, the system will show us a form in which we must indicate
which device we are going to use, then we can select the properties that most interest us.

Once we specify the device and its attributes, we can finish the data publication/export creation
process.

If we choose to use a FLOW ETL as a source, the system will show us a form in which we must
indicate which ETL we are going to use, then we can select the properties that most interest us.
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Once we specify the ETL stream and its attributes, we can finish the process of creating the data
source.

If we choose to use a KPI as a source, the system will show us a form in which we must indicate
which KPI we are going to use, then we can select the properties that most interest us.

Once we specify the KPI and its attributes, we can finish the process of creating the data source.

If we choose to use a Gis Layer as a source, the system will show us a form in which we must
indicate...
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Data Export/Publication Search Engine
If we want to filter our list of data sources we can use the search engine at the top and perform a
custom search. We have four options to filter: Id, Name, Description and Category. Once selected,
we will write the text to search for in the search box on the right.

Eliminate Open Data
When it comes to eliminating an export/publication from the platform, there are two alternatives:
one by one or in block.

To delete exports/publications one by one, we simply have to press the three points to the right of
the source and select the “Delete” option. A new window will open to confirm that we want to
delete it. If we press the "Delete" button again in that window, it will be removed from the system.
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There is also the option to remove multiple fonts at once. To do this, we select the ones we want to
remove using the selection box to the le� of each row. Once done, the trash can icon will appear at
the top of the menu, with which you can delete all at once. A�er clicking on this icon, a new
window will open to confirm that we want to delete the sources. If we press the “Delete” button in
that window, they will be removed from the system.
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Business Intelligence
This section brings together all the necessary tasks to carry out Business Intelligence processes
contemplated by our FIWOO platform.

In the image we can see how this content is accessed.

Next, we will present these functionalities in detail.

Dashboard Management
At FIWOO we have the ability to work with various data sources that are constantly changing. In
order to correctly visualize said data and be able to work with several heterogeneous data sources
simultaneously, we have dashboards.

A dashboard or control panel is a workspace in which we can configure elements that allow us to
use business intelligence techniques to obtain knowledge of our data. We call these elements
widgets, powerful tools when viewing information. There are many widget categories that we will
cover in depth throughout this section.

We can access the Dashboards manager by selecting the “Dashboards” option from the menu that
appears when clicking on the button in the upper right corner.
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Create dashboard
Once we are in the dashboard manager, we can create a new one if we press the “Add Dashboard”
button.

This action will start a guided creation process in which we will have to fill in various forms that we
will discuss below. This creation process begins with a window in which the system requests
information related to the functions of the dashboard.

The top bar shows the various steps that need to be completed before the creation. The data to be
entered is all mandatory, and is responsible for collecting the following data:

● Name of the dashboard, so that it can be searched later.
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● Dashboard description.

Once we fill in the pertinent information, we can click on the “Next” button to advance to the
“Assign Permissions” step. In this step it is possible to indicate which users will have permissions to
interact with the Dashboard. Through the search bar that appears on the owner, it is possible to
assign editing or viewing permissions to user groups and/or specific users.

A�er clicking on the “Next” button, the process will end and the system will display the following
message to inform you that everything has been saved correctly.
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Dashboard search engine
If we want to filter our list of dashboards, we can use the search engine at the top and carry out a
personalized search. We have two options to filter: Name and Description. Once selected, we will
write the text to search for in the search box on the right.

My dashboards
We have a convenient view that facilitates access to the dashboards created by the user who has
the active session. To enter this view we just have to click on “MY DASHBOARDS” from the
dashboard management view.
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Modify a dashboard configuration
To modify a dashboard, just click on the three points to the right of the row of the device you want
to modify and select the “Edit” option. This action can be carried out from the dashboards view
and from the My Dashboards view.

This will display a menu on the right side of the screen where we can see the current
characteristics of the dashboard.
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In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the dashboard.

At the top of this menu, we have the options to modify the name and description of the dashboard.
In addition, we have a single submenu, where we will be able to modify the permissions that users
have on the dashboard. We have the possibility of using the search bar to give access to new users
or user groups and we also have buttons to specify permissions for users who already have them
and even revoke permissions.

Delete dashboard
To delete a dashboard, we simply have to press the three points to the right of the dashboard and
select the “Delete” option. A new window will open to confirm that we want to delete it. If we press
the "Delete" button again in that window, it will be removed from the system.
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Dashboard content editing
We can think of dashboards as canvases on which to represent our data, analyze it and obtain
information. This representation will be carried out by means of elements called “Widgets”, which
are responsible for displaying the information collected by the different data sources. In this
section we will see that there are several types of widgets and different configurations for each of
them.

Accessing a dashboard
We can enter the dashboard if we hover over it with the mouse and click on “View Dashboard”.

This action will take us to a window where it is possible to create and edit widgets in our
dashboard.

Widget creation
To create a new widget we must be located within a dashboard. In this window we have a button
with the text “+ Add new” with which we can start the process of creating a widget.
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When pressing the button, the system takes us to a form in which we must specify the name and
description of the widget. At the top we have a bar that tells us what step of the creation process
we are in.

A�er pressing the “Next” button, we advance to step 2. In this step we must choose what type of
widget we are going to create. There is a wide variety of widgets so we will cover them in individual
sections.
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When clicking on one of them we appreciate that the upper bar adapts to the configuration of said
widget. In the following sections we will see the creation and basic configuration of the different
types of widget.

Bars Widget
Located in step 2 of the creation process, click on the “Bars” widget type. When pressed, the
surrounding region will light up indicating that it is selected, and the upper bar will adapt to the
steps necessary to configure this type of widget.

By clicking on “Next” we advance to step 3, where we must choose one or more data sources. The
form of the current window consists of a drop-down menu in which we can perform a search of our
data sources by filtering by type and entering its name.
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Once we choose the fonts, the system will show us them along with the properties they contain.

When we make sure that the data is correct, we can click on “Next” to advance to the next step.

In this section we must establish the configuration of our bar chart. We have to specify the
following fields in the form that the system shows us:

● Direction of the diagram bars: the possible values   are “Vertical” or “Horizontal”.

● Legend placement: can be placed at the top, bottom, or right of the diagram.

● X-Axis Title: an explanatory text that will be displayed below the diagram.
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● Y-Axis Title: an explanatory text that will be displayed to the le� of the

● Type diagram, where we have two options available: “Real Time” and “Historical”.

○ “Real Time”: We indicate that we want to see the latest values   that the data source
has.

○ Historical: to show the values   of a specific period of time and group according to
their average. We can tell the system to take the latest values   in a period of time or
specify a date range. Our bar chart will have a column for each time interval.

● Properties: we must choose the properties that we want to show in the diagram, each
property is equivalent to a different bar.

● Trendline, if we activate this option, a line will be displayed that indicates the trend of the
attributes shown in our diagram when historical records are being displayed.

Once we have the configuration of the diagram, we click on “Next” and the system will show us a
window with the preview of the diagram.
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Click on “Next” to advance to the last step, the permissions configuration. In this step it is possible
to indicate which users or groups of users will have permissions to interact with the diagram.

Through the search bar that appears on the owner, it is possible to assign editing or viewing
permissions to user groups and/or specific users.

A�er clicking "Next" the system will display a message informing us that the Widget has been
successfully added.
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Now when we enter our dashboard we will have the new widget that we just added.

The bar widget is interactive: if we click on the legends we can hide the columns and show them as
we please, also, when moving the cursor over a column, the value of said property will be shown.
We have two buttons at the top right of the diagram, the button on the far right allows you to
download the graph as an image, the other button allows you to reload the diagram.

Widget Lines
Located in step 2 of the creation process, we click on the type of widget “Lines”. When pressed, the
surrounding region will light up indicating that it is selected, and the upper bar will adapt to the
steps necessary to configure this type of widget.
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By clicking on “Next” we advance to step 3, where we must choose one or more data sources. The
form of the current window consists of a drop-down menu in which we can perform a search of our
data sources by filtering by type and entering its name.

Once we choose the fonts, the system will show us them along with the properties they contain.
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When we make sure that the data is correct, we can click on “Next” to advance to the next step.

In this section we must establish the configuration of our line diagram. We have to fill in several
fields in the form that the system shows us.

We must specify if we want to show a history of the data, that is, the values   saved in a range of
dates that we specify. Or, if we want to show the values   in real time, where we choose a period of
time from a point in the past to the current moment, for example, the values   of the last hour or the
last fi�een days.

A�er this, we must specify the position of the legend of the diagram, which can be located at the
top, at the bottom or to the right of the diagram. We must also specify the descriptive texts for the
X and Y axes.

Finally, we have to tell the system which properties of our data source we are going to use. We have
an advanced selection that allows us to filter the attributes using a search box. We also have a
button with which to mark or unmark all the attributes.
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Once we have the widget configuration, we click on “Next” and the system will show us a window
with its preview.

Click on “Next” to advance to the last step, the permissions configuration. In this step it is possible
to indicate which users or groups of users will have permissions to interact with the diagram.

Through the search bar that appears on the owner, it is possible to assign editing or viewing
permissions to user groups and/or specific users.
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A�er clicking "Next" the system will display a message informing us that the Widget has been
successfully added.

Now when we enter our dashboard we will have the new widget that we just added. This diagram
is interactive, if we click on the legends we can hide the lines and show them as we please. Also,
passing the cursor over a point will show us the value of that property at that instant in time.

We have two buttons at the top right of the diagram, the button on the far right allows you to
download the graph as an image, the other button allows you to reload the diagram.

At the bottom of the diagram there is a bar with which we can limit the time shown. To do this, we
must click on one of the extremes and move the mouse to the right or to the le� while keeping it
pressed. We will be able to observe how the diagram changes at the same time that the interval is
resized.
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Widget Percentage
Located in step 2 of the creation process, we click on the type of widget “Percentage”. When
pressed, the surrounding region will light up indicating that it is selected, and the upper bar will
adapt to the steps necessary to configure this type of widget.

By clicking on “Next” we advance to step 3, where we must choose a data source. The form of the
current window consists of a drop-down menu in which we can perform a search of our data
sources by filtering by type and entering its name.

Once we choose the font, the system will show us them along with the properties they contain.
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When we make sure that the data is correct, we can click on “Next” to advance to the next step.

In this section we must establish the configuration of our percentage widget. In the form that is
shown to us, we must specify the property whose percentage we want to obtain and the unit of
measure that represents it.

Once we have the widget configuration, we click on “Next” and the system will show us a window
with the preview of the result.
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If the diagram is to our liking, we click on “Next” to advance to the last step, the permissions
configuration. In this step it is possible to indicate which users or groups of users will have
permissions to interact with the diagram.

Through the search bar that appears on the owner, it is possible to assign editing or viewing
permissions to user groups and/or specific users.

A�er clicking "Next" the system will display a message informing us that the Widget has been
successfully added.
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Now when we enter our dashboard we will have the new widget that we just added.

Widget Map

Located in step 2 of the creation process, click on the type of “Map” widget. When pressed, the
surrounding region will light up indicating that it is selected, and the upper bar will adapt to the
steps necessary to configure this type of widget.
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By clicking on “Next” we advance to step 3, where we must choose one or more data sources. The
form of the current window consists of a drop-down menu in which we can perform a search of our
data sources by filtering by type and entering its name.

Once we choose the fonts, the system will show us them along with the properties they contain.
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When we make sure that the data is correct, we can click on “Next” to advance to the next step.

In this section we must establish the configuration of our map. We have to fill in several fields in the
form that the system shows us.

We must tell the system which properties of our data sources we are going to use, we have an
advanced selection that allows us to filter the attributes using a search box. We also have a button
with which to mark or unmark all the attributes.

Once we have the widget configuration, we click on “Next” and the system will show us a window
with the map preview.
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If the map is to our liking, we click on “Next” to advance to the last step, the permissions
configuration. In this step it is possible to indicate which users or groups of users will have
permissions to interact with the diagram.

Through the search bar that appears on the owner, it is possible to assign editing or viewing
permissions to user groups and/or specific users.

A�er clicking "Next" the system will display a message informing us that the Widget has been
successfully added.
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Now when we enter our dashboard we will have the new widget that we just added.

Like most, this widget is interactive, and we can click on the buttons located in the lower right
corner of the map to zoom or put the full screen. In the upper le� corner, we have access to a
legend that allows us to view the different categories of devices and their configurations, as well as
filter which categories we want to show on the map.

Through the bar located below the map we can indicate what time range within the last 24 hours
should be shown on the map if historical display is selected.
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Heat Map Widget

Located in step 2 of the creation process, click on the “Heat Map” widget type. When pressed, the
surrounding region will light up indicating that it is selected, and the upper bar will adapt to the
steps necessary to configure this type of widget.

By clicking on “Next” we advance to step 3, where we must choose one or more data sources. The
form of the current window consists of a drop-down menu in which we can perform a search of our
data sources by filtering by type and entering its name.

Once we choose the fonts, the system will show us them along with the properties they contain.
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When we make sure that the data is correct, we can click on “Next” to advance to the next step.

In this section we must establish the configuration of our map. We have to fill in several fields in the
form that the system shows us.

We must tell the system which properties of our data sources we are going to use, we have an
advanced selection that allows us to filter the attributes using a search box. We also have a button
with which to mark or unmark all the attributes.

Once we have the widget configuration, we click on “Next” and the system will show us a window
with the map preview.
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If the map is to our liking, we click on “Next” to advance to the last step, the permissions
configuration. In this step it is possible to indicate which users or groups of users will have
permissions to interact with the map.

Through the search bar that appears on the owner, it is possible to assign editing or viewing
permissions to user groups and/or specific users.

A�er clicking "Next" the system will display a message informing us that the Widget has been
successfully added.
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Now when we enter our dashboard we will have the new widget that we just added.

Once added, we can click on the buttons located in the upper right corner of the map to zoom.
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Table Widget
Located in step 2 of the creation process, click on the type of “Table” widget. When pressed, the
surrounding region will light up indicating that it is selected, and the upper bar will adapt to the
steps necessary to configure this type of widget.

By clicking on “Next” we advance to step 3, where we must choose one or more data sources. The
form of the current window consists of a drop-down menu in which we can perform a search of our
data sources by filtering by type and entering its name.

Once we choose the fonts, the system will show us them along with the properties they contain.
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When we make sure that the data is correct, we can click on “Next” to advance to the next step.

In this section we must establish the configuration of our table. We must first specify if we want to
show the values   in real time, that is, we will show the most current values   that we receive from the
data source. Or, if we want to show the values   in a history, in this option we choose a period of time
from a point in the past to the current moment, for example, the values   of the last hour or the last
fi�een days.

A�er this, we must specify the orientation of our table, that is, if we want the table header to be on
the le� as rows or on the top as columns.

The operation defines how we will collect the data from the data source, in the case of having
chosen the "Real time" option we can only collect the latest values, on the other hand, through the
"Historical" option we can indicate that it obtains the minimum value, the maximum value or the
average value of a certain period of time.

Finally we have to tell the system which properties of our data source we are going to use, we have
an advanced selection that allows us to filter the attributes using a search box. We also have a
button with which to mark or unmark all the attributes.

Página 130



Once we have the configuration of the diagram, we click on “Next” and the system will show us a
window with the preview of the table.

If the table is to our liking, we click on “Next” to advance to the last step, the permissions
configuration. In this step it is possible to indicate which users or groups of users will have
permissions to interact with the diagram.

Through the search bar that appears on the owner, it is possible to assign editing or viewing
permissions to user groups and/or specific users.
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A�er clicking "Next" the system will display a message informing us that the Widget has been
successfully added.

Now when we enter our dashboard we will have the new widget that we just added.
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This widget is interactive, if we click on the columns we can sort them ascending or descending
according to their value, and use filters in each column to keep specific data. We can also resize the
column or change its position.

At the bottom of the diagram there are some buttons that allow you to see more rows of the table if
it were to have many values.

Numerical Data Widget
In step 2 of the creation process, click on the type of “Numeric Data” widget. When pressed, the
surrounding region will light up indicating that it is selected, and the upper bar will adapt to the
steps necessary to configure this type of widget.

By clicking on “Next” we advance to step 3, where we must choose a data source. The form of the
current window consists of a drop-down menu in which we can perform a search of our data
sources by filtering by type and entering its name.
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Once we choose the fonts, the system will show us them along with the properties they contain.

When we make sure that the data is correct, we can click on “Next” to advance to the next step.

In this section we must establish the configuration of our numerical data widget. In the form that is
shown to us, we must specify the property whose value we want to obtain and the unit of measure
that represents it.
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Once we have the widget configuration, we click on “Next” and the system will show us a window
with the preview of the result.

If the diagram is to our liking, we click on “Next” to advance to the last step, the permissions
configuration. In this step it is possible to indicate which users or groups of users will have
permissions to interact with the diagram.

Through the search bar that appears on the owner, it is possible to assign editing or viewing
permissions to user groups and/or specific users.
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A�er clicking "Next" the system will display a message informing us that the Widget has been
successfully added.

Now when we enter our dashboard we will have the new widget that we just added.
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Needle Widget
Located in step 2 of the creation process, click on the “Needle” widget type. When pressed, the
surrounding region will light up indicating that it is selected, and the upper bar will adapt to the
steps necessary to configure this type of widget.

By clicking on “Next” we advance to step 3, where we must choose a data source. The form of the
current window consists of a drop-down menu in which we can perform a search of our data
sources by filtering by type and entering its name.
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Once we choose the fonts, the system will show us them along with the properties they contain.

When we make sure that the data is correct, we can click on “Next” to advance to the next step.

In this section we must configure the configuration of our Needle widget. In the form that is shown
to us, we must specify the property whose value we want to obtain, the unit of measure that
represents it and the range of values   (minimum and maximum) that it can reach.
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Once we have the widget configuration, we click on “Next” and the system will show us a window
with the preview of the result.

If the diagram is to our liking, we click on “Next” to advance to the last step, the permissions
configuration. In this step it is possible to indicate which users or groups of users will have
permissions to interact with the diagram.

Through the search bar that appears on the owner, it is possible to assign editing or viewing
permissions to user groups and/or specific users.
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A�er clicking "Next" the system will display a message informing us that the Widget has been
successfully added.

Now when we enter our dashboard we will have the new widget that we just added.
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Widget On/Off
Located in step 2 of the creation process, we click on the type of widget “On/Off”. When pressed,
the surrounding region will light up indicating that it is selected, and the upper bar will adapt to
the steps necessary to configure this type of widget.

By clicking on "Next" we advance to step 3, where we must choose one or more devices as a data
source. The form of the current window consists of a drop-down menu in which we can perform a
search of our data sources by filtering by type and entering its name.
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Once we choose the fonts, the system will show us them along with the properties they contain.

When we make sure that the data is correct, we can click on “Next” to advance to the next step.

In this section we must establish the configuration of our On/Off widget. In the form that is shown
to us, we must specify a description of the action that our widget is going to carry out. A�er this, we
must specify which command or commands will be sent each time the button changes state.
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To establish what action will be carried out a�er pressing the button, we must specify the following
fields in the form to the right of each state:

● Device that will receive the command.

● Command to be sent.

● Value of said command. It can be an already established one or a new value that we
specify.

We can set that each time the button is pressed several commands are sent to several devices. To
do this, simply press the "+" symbol to the right of each action.

It could be the case that we want to configure many actions for several devices, for example, we
could have 10 lamps and control the switching on and off of these by means of a button. This
example involves configuring 10 actions for the off state and another 10 for the on state, to make
this task much simpler, the "Group commands" come into play. If we press the "Assign Group
Command" button, the system will show us a form in which we can specify a command and the
value that will be sent.
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By selecting a command we will be able to see how many devices share that command, the value
we specify will be sent to all these devices

Once we have configured the actions of the widget, we click on "Next" and the system will show us
a window with the preview of the result.

If the widget is to your liking, click on "Next" to proceed to the last step, the permissions
configuration. In this step it is possible to indicate which users or groups of users will have
permissions to interact with the diagram.
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Through the search bar that appears on the owner, it is possible to assign editing or viewing
permissions to user groups and/or specific users.

A�er clicking "Next" the system will display a message informing us that the Widget has been
successfully added.

Now when we enter our dashboard we will have the new widget that we have just added.
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Slider Widget

Located in step 2 of the creation process, click on the “Slider” widget type. When pressed, the
surrounding region will light up indicating that it is selected, and the upper bar will adapt to the
steps necessary to configure this type of widget.

By clicking on "Next" we advance to step 3, where we must choose one or more devices as a data
source. The form of the current window consists of a drop-down menu in which we can perform a
search of our data sources by filtering by type and entering its name.

Once we choose the fonts, the system will show us them along with the properties they contain.
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When we make sure that the data is correct, we can click on “Next” to advance to the next step.

In this section we must establish the configuration of our Slider widget. In the form that is shown to
us, we must specify a description of the action that our widget is going to carry out. A�er this, we
must specify which command or commands will be sent each time the indicator varies.

Once the widget description is set, we need to enter the number of possible states for the slider.
The range of possible states is between 2 and 10, both options included. While we are adjusting the
number of states, on the right we will see an image with the result of our configuration.

To establish what action will be carried out a�er changing state, we must specify, in the form to the
right of each state, the following fields:

● Device that will receive the command.
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● Command to be sent.

● Value of said command. It can be an already established one or a new value that we
specify.

We can establish that each time the button is pressed, several commands are sent to several
devices. For this we simply have to press the “+” symbol located to the right of each action.

It could be the case that you want to configure many actions for several devices, for example, we
could have ten lamps and control the light intensity of these by means of a slider. This example
involves configuring ten actions for the off state and another ten for the on state, to make this task
much easier, the “Group Commands” come into play. If we press the “Assign command in Group”
button, the system will show us a form in which we can specify a command and the value that will
be sent.

By selecting a command we can see how many devices share that command, the value we specify
will be sent to all these devices. Once we have the configuration of the widget actions, we click on
“Next” and the system will show us a window with the preview of the result.
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If the widget is to our liking, we click on “Next” to advance to the last step, the permissions
configuration. In this step it is possible to indicate which users or groups of users will have
permissions to interact with the diagram.

Through the search bar that appears on the owner, it is possible to assign editing or viewing
permissions to user groups and/or specific users.

A�er clicking "Next" the system will display a message informing us that the Widget has been
successfully added.
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Now when we enter our dashboard we will have the new widget that we just added.

Image Widget
Located in step 2 of the creation process, click on the “Image” widget type. When pressed, the
surrounding region will light up indicating that it is selected, and the upper bar will adapt to the
steps necessary to configure this type of widget.
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By clicking on “Next” we advance to step 3, where we must choose a configuration for our widget.

The image that will contain our widget must be one of those established in the system, we can
select the one that we like the most by clicking on it. Additionally, we need to select a color that
will overlay the image. A preview of the image is displayed at the bottom of the window.
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When the image is to our liking, we press “Next” to advance to the last step of the creation process,
in which we will indicate which users will have permissions to our widget. Through the search bar
that appears on the owner, it is possible to assign editing or viewing permissions to user groups
and/or specific users.

A�er clicking "Next" the system will display a message informing us that the Widget has been
successfully added.
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Now when we enter our dashboard we will have the new widget that we just added.

If we click on the “Add widget” button, located in the upper right part of the image, we can add
new widgets that will be displayed in the image that we just added. There are only two types of
widgets available, number and paragraph.
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Linked Data Widget
Located in step 2 of the creation process, click on the “Linked Data” widget type. When pressed, the
surrounding region will light up indicating that it is selected, and the upper bar will adapt to the
steps necessary to configure this type of widget.

By clicking on “Next” we advance to step 3, where we must choose one or more data sources. The
form of the current window consists of two dropdown menus in which we can perform a search to
specify the category and the devices that we want to add. We can have devices of various
categories.

When we have selected the data we can click on “Next” to advance to the next step and the system
will show us a window with the preview of the diagram. This visualization consists of a map view to
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represent the properties with locations and also with a table view that we can access by clicking on
"Change to table view".

We can select multiple elements by drawing a region on the map, for this we must click on "Draw
selection", this will allow us to insert points on the map by "clicking" with the mouse.

We have the option to see the map in full screen and to change the map zoom using the buttons
located in the lower right corner of said map.

When we consider that the widget shows the correct data, we click on “Next” to advance to the last
step, the permissions configuration. In this step it is possible to indicate which users or groups of
users will have permissions to interact with the diagram.

Through the search bar that appears on the owner, it is possible to assign editing or viewing
permissions to user groups and/or specific users.
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A�er clicking "Next" the system will display a message informing us that the Widget has been
successfully added.

Now when we enter our dashboard we will have the new widget that we just added.
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HTML Widgets

Located in step 2 of the creation process, click on the “HTML” widget type. When pressed, the
surrounding region will light up indicating that it is selected, and the upper bar will adapt to the
steps necessary to configure this type of widget.

By clicking on “Next” we advance to step 3, where the system shows us a form in which we must
enter a name for the Widget, a description of what the code is going to represent, links to the CSS
and JavaScript sources in the case if necessary and finally the HTML source code that we want to
display in the dashboard.
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When we have completed the form with the pertinent information, we can click on the “Next”
button to see a preview of the result.

When we make sure that everything is displayed correctly, we will click on "Next" to advance to the
last step, the permissions configuration. In this step it is possible to indicate which users or groups
of users will have permissions to interact with the diagram.

Through the search bar that appears on the owner, it is possible to assign editing or viewing
permissions to user groups and/or specific users.
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A�er clicking "Next" the system will display a message informing us that the Widget has been
successfully added.

Now when we enter our dashboard we will have the new widget that we just added.
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Parameterized Text Widgets
Located in step 2 of the creation process, we click on the “Parameterized Text” widget type. When
pressed, the surrounding region will light up indicating that it is selected, and the upper bar will
adapt to the steps necessary to configure this type of widget.

By clicking on “Next” we advance to the only configuration step that these widgets have, the
permissions configuration.

Through the search bar that appears on the owner, it is possible to assign editing or viewing
permissions to user groups and/or specific users.

A�er clicking "Next" the system will display a message informing us that the Widget has been
successfully added.
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Now when we enter our dashboard we will have the new widget that we just added. We will see
that at the moment it is an empty field that we can edit to add text.

To write in this widget we must click on the three points located in the upper right corner of the
widget, and we will choose the "Edit" option from the menu. The system will show us a small
window in which we will be able to adjust the type of text that the widget contains, the alignment
of the text and it will also allow us to introduce variables to the text, being able to visualize the last
value properties of data sources, as well as 2 variables that By default, the current date and time
appear.
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When we have configured our message, click on "Close tools" to make these changes persistent.

Incident Widgets.

The Issues widget features a table layout along with a filter at the top of the table. The table

is filled with the incidents that are generated automatically through rules or by those

incidents generated by the user himself. The header filter allows us to filter these incidents

depending on the status of the incident that we want to show.

The configuration of the Incidents widget is based on selecting the different filters by which

we want to filter the incidents.

A posteriori you can configure both the header color and the columns that we want to

show/hide from the table. We can also edit the previously configured filters or add new ones.

The incidents widget, in addition to the information provided by the incidents, allows us to

view the attached files or edit the data of the incident.
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Edit widget configuration

As can be seen in the widget creation section, the platform has a wide variety of widgets, each of
which can also be configured in many different ways. In the current section we will take care of
breaking down all these possibilities.

Modify Position and Size

Our dashboard can contain a wide variety of widgets, which can be organized in such a way that we
are able to visualize the information that is of interest to us in the simplest way possible.

To be able to modify the organization of the widgets in the dashboard, we must press the “Block
widgets” button, if it is shown in gray it means that we can modify the size and location of these.

symbol has appeared in the lower right corner┘that allows us to modify its size if we click on it.
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Additionally, if we click on another part of the widget, we can select it and change it to another
position by dragging with the mouse. The system will show us the silhouette of the space it
occupies and will also move the widgets that interfere with the location where we leave the
element.

The distribution that we give to the widgets will be persistent, so we can always enjoy a
well-organized dashboard.

We have the possibility of deactivating the animations of the widgets if we check the option
“Animation of widgets” that appears a�er clicking on the gear-shaped button located in the upper
right corner of the screen. If the option is grey, it means that the animations are disabled.
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Bar Widget

To edit this type of widget we must press the three points located in the upper right corner of said
widget. This will show us a menu where we will select the “Edit” option.

A menu will be displayed on the right side of the screen where we can see the current features of
the widget.

In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the widget.
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At the top of the menu we can modify the name and description that we gave the widget when we
created it. We also have three submenus where we can edit different types of settings.

The first submenu is “Widget configuration” and it allows us to adjust the parameters related to the
bar chart. The available configuration options are:

● Graph growth: it is the direction of the bars of the diagram, the possible values   are
“Vertical” or “Horizontal”.

● Editing of data and colors: we can change the name of the properties that we specify and
assign a color to them manually.

● Legend placement: can be placed at the top, bottom, or right of the diagram.

● X-Axis Title: is an explanatory text that will be displayed under the diagram.

● Y-Axis Title: this is an explanatory text that will be displayed on the le� of the diagram

● Data configuration: we have two options available, “Real Time” and “Historical”.

○ “Real Time”: We indicate that we want to show the last values   that the data source
has.

○ Historical: Through this type we tell the system to obtain the values   of a specific
period of time and group according to their average. We can tell the system to take
the latest values   in a period of time or specify a date range. Our bar chart will have
a column for each time interval.
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In the “Information” submenu, the system shows us the attribute configuration that we chose in
Create Bar Widget.

In the last submenu we will be able to modify the permissions that users have on the widget. We
have the possibility of using the search bar to give access to new users or groups of users and we
also have buttons to specify permissions for users who already have them and even revoke
permissions.
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Widget Lines
To edit this type of widget we must press the three points located in the upper right corner of said
widget. This will show us a menu where we will select the “Edit” option.

A menu will be displayed on the right side of the screen where we can see the current features of
the widget.
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In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the widget.

At the top of the menu we can modify the name and description that we gave the widget when we
created it. We also have three submenus where we can edit different types of settings.

The first submenu is “Widget configuration” and it allows us to adjust the parameters related to the
line diagram. The configuration options available are:

● Data configuration: we have two options available, "Real Time" and "Historical". If we want
to show a history of the data, we must indicate a date range from which to take the values.
Or, if we can show the values   in real time, in this option we choose a period of time from a
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point in the past to the current moment, for example, the values   of the last hour or the last
fi�een days, being the updated lines in real time as data arrives.

● Legend placement: can be placed at the top, bottom, or right of the diagram.

● Graph axes: in this section we can re-specify the text associated with the X axis and the Y
axis of the graph.

● Editing of data and colors: we can change the name of the properties that we specify and
assign a color to them manually.

In the “Information” submenu, the system shows us the configuration of attributes that we chose
in Create Widget Lines.
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In the last submenu we will be able to modify the permissions that users have on the widget. We
have the possibility of using the search bar to give access to new users or groups of users and we
also have buttons to specify permissions for users who already have them and even revoke
permissions.
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Widget Percentage
To edit this type of widget we must press the three points located in the upper right corner of said
widget. This will show us a menu where we will select the “Edit” option.

A menu will be displayed on the right side of the screen where we can see the current features of
the widget.

In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the widget.
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At the top of the menu we can modify the name and description that we gave the widget when we
created it. We also have three submenus where we can edit different types of settings.

The first submenu is “Widget configuration” and it allows us to adjust the parameters related to the
bar chart. The configuration options available are:

● Text color and widget fill.

● Add wave animation to diagram (this change only affects aesthetics, not values).

● Unit of measure of the represented value.

In the “Information” submenu, the system shows us the attribute configuration that we chose in
Create Percentage Widget.
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In the last submenu we will be able to modify the permissions that users have on the widget. We
have the possibility of using the search bar to give access to new users or groups of users and we
also have buttons to specify permissions for users who already have them and even revoke
permissions.

Map

● Color legend settings
● Enable/disable zoom
● Enable/disable history
● Enable/disable real-time data

The map widget allows us to interact with it from the dashboard in multiple ways. As usual on
maps, we can move to other locations by clicking on it with the mouse and moving it to another
position. We also have the possibility of using the zoom to zoom out or zoom in on the data
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sources, using the “+” and “-” buttons located in the upper right corner, or with the mouse wheel if
we unlock the zoom with it. “Lock zoom” button located in the lower le� corner.

We can also activate the history of the map, which allows us to see other positions that the data
source has taken in the last 24 hours. To do this, press the "Activate history" button and adjust the
interval of hours that we want to check using the bar located to the right of the mentioned button.

If we click on "Show legend" a side menu will be displayed with which we can list the categories of
data sources found on the map. It is also possible to press an "eye" button to hide a certain
category and make it not visible on the map.

To edit the configuration of this type of widget we must press the three points located in the upper
right corner of said widget. This will show us a menu where we will select the “Edit” option.
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A menu will be displayed on the right side of the screen where we can see the current features of
the widget.

In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the widget.
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At the top of the menu we can modify the name and description that we gave the widget when we
created it. We also have three submenus where we can edit different types of settings.

The first submenu is “Widget configuration” and it allows us to adjust the parameters related to the
bar chart. The configuration options available are:

● Configuration: in this section we can indicate if we want the data sources to be shown on
the map with an icon that identifies them and also if we want the map to be updated in real
time.

● Map type: we can use maps of different styles that suit our needs.

● Editing of data and colors: In this section we can indicate the color that we want to
represent our data sources, as well as change the properties that are shown when clicking
on them on the map. To do this, click on the gear. In this section we are also able to specify
groups in which to identify the devices.

Página 178



To establish new groups we select the option “Advanced legend configuration”, which is visible
within the color selector of a device.

This will make the system show us a new menu in which we can make groups for the devices. We
can establish the groups in two different ways: by the range of a variable or by selecting the devices
manually.

If we decide to group by range, we will see a menu in which we must select the numerical variable
with which we are going to work. We have an “Add Group” button with which we can add all the
groups we need. For each group, we must specify the range of values   in which the device must be
found to be considered part of said group and the color that the devices that belong to it will take.
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We are also able to enter a name that identifies the group. In this way, we can quickly identify what
state our elements are in within the map.

The other option that we have, is to group the elements manually. In this case, the system will also
allow us to establish as many groups as we need and what color will identify each group, but we
will have to manually indicate the devices that will be part of said group. The drop-down menu
located to the right of the color will show us a list with the devices that do not yet belong to any
group and will allow us to select them.

In any of the options, we can delete a group by pressing the “-” button located to the right of each
of these groups.
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If we go to the “Information” submenu, the system shows us the attribute configuration that we
chose in Create Map Widget.

In the last submenu we will be able to modify the permissions that users have on the widget. We
have the possibility of using the search bar to give access to new users or groups of users and we
also have buttons to specify permissions for users who already have them and even revoke
permissions.
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Table Widget
The Table widget allows us to interact with it from the dashboard in multiple ways. If we click on
the header of the table we can reorder it ascending or descending based on the column that we
have selected, we will know how it is ordered by the arrow that will appear to the right of the
column header.

It is also possible to filter the rows of a table, to do this we must pass the mouse over the column
that we want to filter, this will make an icon made up of horizontal lines appear. If we click on this
icon, the system will show us a window in which we can enter a criterion to filter.

A�er writing a criterion, the system will allow us to enter a second filter condition to make our
search even more precise. Finally, we can also rearrange the columns of the table to display the
most important ones first.
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To edit the configuration of a table widget, we must press the three points located in the upper
right corner of said widget. This will show us a menu where we will select the “Edit” option.

A menu will be displayed on the right side of the screen where we can see the current features of
the widget.

Página 183



In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the widget.

At the top of the menu we can modify the name and description that we gave the widget when we
created it. We also have three submenus where we can edit different types of settings.

The first submenu is “Widget configuration” and it allows us to adjust the parameters related to the
bar chart. The configuration options available are:

● Color of the background and of the text of the table header.

● Color conditions: we can configure a series of rules on the properties of the columns of the
table, so that, when one of these rules is met, the color of the background of the cell and its
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text is modified. We can have several conditions for each property in order to cover several
intervals.

● Columns: in this section we select the columns that we want to show in the table.

● Data configuration: in this section we can adjust several parameters.

○ We can change the orientation of the table, that is, if we want the table header to
be on the le� as rows or on the top as columns.

○ It is possible to configure the table to show the values   in real time, (the most
current values   that we receive from the data source), or, if we want to show the
values   in a history, in this option we choose a period of time from a point from the
past to the present moment.

○ The operation defines how we will collect the data from the data source, in the case
of having chosen the "Real time" option we can only collect the latest values, on
the other hand, through the "Historical" option we can indicate that it obtains the
minimum value, the maximum value or the average value of a certain period of
time.

In the “Information” submenu, the system shows us the attribute configuration that we chose in
Create Table Widget.
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The data displayed by the system is not configurable in any way, this section is informative.

In the last submenu we will be able to modify the permissions that users have on the widget. We
have the possibility of using the search bar to give access to new users or groups of users and we
also have buttons to specify permissions for users who already have them and even revoke
permissions.
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Widget Numerical data
To edit this type of widget we must press the three points located in the upper right corner of said
widget. This will show us a menu where we will select the “Edit” option.

A menu will be displayed on the right side of the screen where we can see the current features of
the widget.

In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the widget.
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At the top of the menu we can modify the name and description that we gave the widget when we
created it. We also have three submenus where we can edit different types of settings.

The first submenu is “Widget configuration” and it allows us to adjust the parameters related to the
bar chart. The configuration options available are:

● Unit of measure of the represented value.

● Extra elements, we can decide whether or not to display the following elements:

○ Icon by category.

○ Evolution graph.

○ Percent increase.

● Color of the icon and of the value that is represented, we can specify a different value
depending on whether it is positive or negative.

● Historical configuration, we can specify the time interval that the widget will use to
represent the values.
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In the “Information” submenu, the system shows us the attribute configuration that we chose in
Create Numerical Data Widget.

The data displayed by the system is not configurable in any way, this section is informative.

In the last submenu we will be able to modify the permissions that users have on the widget. We
have the possibility of using the search bar to give access to new users or groups of users and we
also have buttons to specify permissions for users who already have them and even revoke
permissions.
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Needle Widget
To edit this type of widget we must press the three points located in the upper right corner of said
widget. This will show us a menu where we will select the “Edit” option.

A menu will be displayed on the right side of the screen where we can see the current features of
the widget.
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In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the widget.

At the top of the menu we can modify the name and description that we gave the widget when we
created it. We also have three submenus where we can edit different types of settings.

The first submenu is “Widget configuration” and it allows us to adjust the parameters related to the
bar chart. The available configuration options are:

● Unit value: formed by the range of values   that the property to which it is assigned can take
and the unit with which it is represented.

● Ranges: we can specify up to three intervals and associate them with a color, so that when
the needle indicates values   of another interval, it changes to the corresponding color.
These ranges can be indicated by absolute values   or by percentage.
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In the “Information” submenu, the system shows us the attribute configuration that we chose in
Create Needle Widget.

The data displayed by the system is not configurable in any way, this section is informative.

In the last submenu we will be able to modify the permissions that users have on the widget. We
have the possibility of using the search bar to give access to new users or groups of users and we
also have buttons to specify permissions for users who already have them and even revoke
permissions.
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Widget On/Off

To edit this type of widget we must press the three points located in the upper right corner of said
widget. This will show us a menu where we will select the “Edit” option.

A menu will be displayed on the right side of the screen where we can see the current features of
the widget.

In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the widget.
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At the top of the menu we can modify the name and description that we gave the widget when we
created it. We also have three submenus where we can edit different types of settings.

The first submenu is “Widget configuration” and it allows us to adjust the parameters related to the
button. The available configuration options are:

● The descriptive text of the button.

● The configuration of the commands, that is, the commands that will be sent when the state
of the button changes. We can add new commands and group commands, it is also
possible to delete them.

● Change the background color of the button for each state
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In the “Information” submenu, the system shows us the attribute configuration that we chose in
Create Widget On/Off.

The data displayed by the system is not configurable in any way, this section is informative.

In the last submenu we will be able to modify the permissions that users have on the widget. We
have the possibility of using the search bar to give access to new users or groups of users and we
also have buttons to specify permissions for users who already have them and even revoke
permissions.
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Through this widget, we are also able to send commands manually. To carry out this action, we
must click on the three points located in the upper right corner of said widget. This will show us a
menu where we will select the “Send command” option.

A�er clicking on the option, the system will display a menu on the right side of the window, this
menu is resizable like the previous editing menu. In this menu we will be able to select the devices
with which we want to interact and also what command we see them send. The devices that we
can select are the ones that we added when we created the widget in Create Widget On/Off.

This menu allows us to make a simple configuration to send a preset command from the device
and also allows us to set a new value if we click on the “Conf. advanced”.
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When we have established the commands and devices, we can send the information in two
possible ways, either by clicking on the "Send Commands" button and send all the information at
once, or individually by clicking on the arrow icon located to the right of each device.
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Slider Widget

To edit this type of widget we must press the three points located in the upper right corner of said
widget. This will show us a menu where we will select the “Edit” option.

A menu will be displayed on the right side of the screen where we can see the current features of
the widget.

In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the widget.

Página 200



At the top of the menu we can modify the name and description that we gave the widget when we
created it. We also have three submenus where we can edit different types of settings.

The first submenu is “Widget Settings” and it allows us to adjust the parameters related to the
slider. The available configuration options are:

● The descriptive text of the slider.

● The configuration of the commands, that is, the commands that will be sent when the state
of the widget changes. We can add new commands and group commands, it is also
possible to delete them. We also have the ability to add and remove states from the slider,
we must have configured at least 2 states and at most 10.

● Change the color of the widget for the inactive states and for the active state.

Página 201



In the “Information” submenu, the system shows us the attribute configuration that we chose in
Create Slider Widget.

The data displayed by the system is not configurable in any way, this section is informative.

In the last submenu we will be able to modify the permissions that users have on the widget. We
have the possibility of using the search bar to give access to new users or groups of users and we
also have buttons to specify permissions for users who already have them and even revoke
permissions.
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Through this widget, we are also able to send commands manually. To carry out this action, we
must click on the three points located in the upper right corner of said widget. This will show us a
menu where we will select the “Send command” option.

A�er clicking on the option, the system will display a menu on the right side of the window, this
menu is resizable like the previous editing menu. In this menu we will be able to select the devices
with which we want to interact and also what command we see them send. The devices we can
select are the ones we added when we created the widget in Create Slider Widget.

This menu allows us to make a simple configuration to send a preset command from the device
and also allows us to set a new value if we click on the “Conf. advanced”.
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When we have established the commands and devices, we can send the information in two
possible ways, either by clicking on the "Send Commands" button and send all the information at
once, or individually by clicking on the arrow icon located to the right of each device.
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Image Widget
To edit this type of widget we must press the three points located in the upper right corner of said
widget. This will show us a menu where we will select the “Edit” option.

A menu will be displayed on the right side of the screen where we can see the current features of
the widget.

In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the widget.
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At the top of the menu we can modify the name and description that we gave the widget when we
created it. We also have three submenus where we can edit different types of settings.

The first submenu is “Widget configuration” and it allows us to adjust the parameters related to the
bar chart. The available configuration options are the background image and the transposition
color.

In the “Information” submenu, the system shows us information about the current widget type.

In the last submenu we will be able to modify the permissions that users have on the widget. We
have the possibility of using the search bar to give access to new users or groups of users and we
also have buttons to specify permissions for users who already have them and even revoke
permissions.
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Widget Linked data
● Change between map and table
● Selection of devices one by one
● Selection of devices by polygon
● Management of linked widgets from the side menu

The linked data widget allows us to interact with it from the dashboard in multiple ways. We have
two views of this widget, a Map view and a Table view. We can rotate between these views by
pressing the "Switch to table view" and "Switch to map view" buttons that are located at the top of
the widget, to the right of its name.
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As usual on maps, we can move to other locations by clicking on it with the mouse and moving it to
another position. We also have the possibility of using the zoom to zoom out or zoom in on the
data sources, using the “+” and “-” buttons located in the upper right corner, or with the mouse
wheel if we unlock the zoom with it. “Lock zoom” button located in the lower le� corner.

Additionally, we are able to display information about the devices if we click on them, and if we
press the "Draw selection" button we can highlight an area on the map, at the bottom of the
widget the information related to the devices that are found will be displayed. within the drawn
area.

If we click on "Show legend" a side menu will be displayed with which we can list the categories of
data sources found on the map. It is also possible to press an "eye" button to hide a certain
category and make it not visible on the map.

If we switch to the table view, we can interact with it in multiple ways. If we click on the header of
the table we can reorder it ascending or descending based on the column that we have selected,
we will know how it is ordered by the arrow that will appear to the right of the column header.

It is also possible to filter the rows of a table, to do this we must pass the mouse over the column
that we want to filter, this will make an icon made up of horizontal lines appear. If we click on this
icon, the system will show us a window in which we can enter a criterion to filter.
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A�er writing a criterion, the system will allow us to enter a second filter condition to make our
search even more precise. Finally, we can also rearrange the columns of the table to display the
most important ones first.

If we press the button with three squares located in the upper right corner of the widget, the
system will show us a form with which we can create new widgets related to our linked widget. This
action can be carried out from either of the two views.
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The creation of these widgets was done in the Widget Creation.

If we want to edit the widget configuration, we must click on the three points located in the upper
right corner and then on edit. We must know that the configuration options differ depending on
the view in which we are located. Let's start by showing the settings for the map view.

A�er clicking on "Edit" a menu will be displayed on the right side of the screen where we can see
the current characteristics of the widget.
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In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the widget.

At the top of the menu we can modify the name and description that we gave the widget when we
created it. We also have four submenus where we can edit different types of settings.

The first submenu is “Widget configuration” and it allows us to adjust the parameters related to the
bar chart. The configuration options available are:

● Configuration: in this section we can indicate if we want the data sources to be shown on
the map with an icon that identifies them and also if we want the map to be updated in real
time.

● Map type: we can use maps of different styles that suit our needs.
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● Editing of data and colors: In this section we can indicate the color that we want to
represent our data sources, as well as change the properties that are shown when clicking
on them on the map. To do this, click on the gear. In this section we are also able to specify
groups in which to identify the devices.

To establish new groups we select the option "Advanced legend configuration", this option is
visible within the color selector of a device.

This will make the system show us a new menu in which we can make groups for the devices. We
can establish the groups in two different ways, by the range of a variable or by selecting the devices
manually.

If we decide to group by range, we will see a menu in which we must select the numerical variable
with which we are going to work. We have an “Add Group” button with which we can add all the
groups we need. For each group, we must specify the range of values   in which the device must be
found to be considered part of said group and the color that the devices that belong to it will take.
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We are also able to enter a name that identifies the group. In this way, we can quickly identify what
state our elements are in within the map.

The other option that we have, is to group the elements manually. In this case, the system will also
allow us to establish as many groups as we need and what color will identify each group, but we
will have to manually indicate the devices that will be part of said group. The drop-down menu
located to the right of the color will show us a list with the devices that do not yet belong to any
group and will allow us to select them.

In any of the options, we can delete a group by pressing the “-” button located to the right of each
of these groups.

Página 213



Next, we are going to deal with the “Widget Configuration” section of the table view. Once we go to
the menu again, we will see that at the top we can modify the name and description that we gave
the widget when we created it. We also have four submenus where we can edit different types of
settings.

The first submenu is “Widget configuration” and it allows us to adjust the parameters related to the
bar chart. The configuration options available are:

● Color of the background and of the text of the table header.

● Color conditions: we can configure a series of rules on the properties of the columns of the
table, so that, when one of these rules is met, the color of the background of the cell and its
text is modified. We can have several conditions for each property in order to cover several
intervals.

● Columns: in this section we select the columns that we want to show in the table.

The next submenu that we will detail is the “Linked Widgets” submenu, in it we can view the
information related to the widgets that we create from our linked data widget. Both this submenu
and the others are accessible from any view.

Página 214



This submenu has a search bar with which we can filter the widgets by entering their name in the
bar. It is also possible to filter according to the type of widget.
We have the option to modify the linked widgets, to do this, we must click on the three points
located to the right of each widget. This action will display a menu with which we can choose one
of these options:

● Edit: The system will open a new editing menu in which we can configure the widgets.

● Show: Allows us to decide how the data is displayed.

● Delete: We remove the widget from the list.
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If we click on edit, the system will take us to an editing window that will vary depending on the
type of widget we chose. Available settings are detailed in Edit Widget Settings.

In the information submenu, we can see which devices our widget works with and add new
devices. Also, we can decide with which properties of these devices to work.

In the last submenu we will be able to modify the permissions that users have on the widget. We
have the possibility of using the search bar to give access to new users or groups of users and we
also have buttons to specify permissions for users who already have them and even revoke
permissions.
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HTML Widget
To edit this type of widget we must press the three points located in the upper right corner of said
widget. This will show us a menu where we will select the “Edit” option.

A menu will be displayed on the right side of the screen where we can see the current features of
the widget.

In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the widget.

Página 218



At the top of the menu we can modify the name and description that we gave the widget when we
created it. We also have three submenus where we can edit different types of settings.

The first submenu is “Widget configuration” and it allows us to adjust the parameters related to the
bar chart. The available configuration options are:

● The HTML code to be used.

● Link to the CSS you want to use.

● Link to the JS that you want to use.

In the “Information” submenu, the system shows us information about the current widget type.
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In the last submenu we will be able to modify the permissions that users have on the widget. We
have the possibility of using the search bar to give access to new users or groups of users and we
also have buttons to specify permissions for users who already have them and even revoke
permissions.
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Widget Parameterized text
● Various text styles
● Adding variables to text

To write in this widget we must click on the three points located in the upper right corner of the
widget, this will display a menu in which we will choose the “Edit” option. The system will show us
a small window in which we can adjust the type of text that the widget contains, the alignment of
the text and it will also allow us to enter the last value of a device property as a parameter.

The styles that we have are:
● Title 1.
● Title 2.
● Subtitle.
● Paragraph.

It is possible to use several styles in the same text, for this it is necessary to go to the paragraph
whose style we want to modify and then click on the corresponding style with the mouse.

We can also change the text alignment to the right, le� or center of the widget.

It is necessary to know that we can introduce all the variables that we want to work with them in
the widget. For this we only have to select a data source to which we have access, a�er this the
system will show a second drop-down menu in which we can search for the attribute we need.
When clicking on the properties, the system will automatically add them to the text.

Página 221



When we have configured our message, click on "Close tools" to make these changes persistent.

Delete widget
When removing a widget from the dashboard, we have only one option, do it individually.

To delete a widget, we simply have to press the three points to the right of the widget and select
the “Delete” option and it will be removed from the system.
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Dashboard permissions configuration
We have seen that dashboards are a great way of capturing the data we receive from our
information sources, so sometimes it can be interesting to want to show this information to third
parties that are not part of our business. Through FIWOO, we can configure a dashboard as public,
and generate a link that will allow other people to access its content through the browser.

To carry out this action, we must go to our dashboard, at the top we see a button in the shape of a
gear, press it and then select the "Configuration" option from a drop-down that the system will
show.

The system will display a menu on the right side of the screen where we can see the current
characteristics of the dashboard.
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In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the configuration.

In this menu we can see three main elements: A link to share the dashboard, a selector with which
to specify the privacy of the dashboard and a section where to grant permissions to specific users.
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The dashboard has two levels of privacy, if it is 'Restricted', it means that only the users and user
groups that we specify in the current menu can use the link to access the dashboard. If we specify a
'Public' level, anyone with a link will be able to view the data.

If we copy the link and enter it in the browser's search bar, we can view the widgets that the
dashboard has. However, we will not be able to add or modify the information on the dashboard.

Create a report

To create a report from the dashboard, it is done from within the dashboard itself.
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In the wheel that exists at the top of the dashboard, we click and the options menu will appear,
among which is the option to Download report.
By pressing, the system will start an automatic process in which it will convert the dashboard data
into a report and it will be downloaded.

Management of KPIs
The KPIs (or indicators) are metrics that we will obtain from our devices, other indicators or other
data sources, generally automatically, although it is possible to determine that said metrics are
collected manually. The purpose of obtaining these measurements is to facilitate decision-making
about a process or project.

We can access the KPIs manager by selecting the “KPIs” option from the menu that appears when
clicking on the button in the upper right corner.

Create KPI

Once we are in the KPI manager, we can create a new one by pressing the “Add KPI” button.
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This action will start a guided creation process in which we will have to fill in various forms that we
will discuss below. This creation process begins with a window in which the system requests
information related to the functions of the KPI.

The top bar shows the various steps that need to be completed before the creation. The data to be
entered is all mandatory, and is mainly responsible for collecting the following data:

● Category: This section contains information related to the application that is going to be
given to a KPI, it has three sections.

○ Category: Identifies the sector to which the work performed by a KPI is related.
Each category is assigned an icon with which the device will later be represented in
the widgets.

○ Organization: Represents the type of institution or department in which the KPI is
established. Its main function is to group KPIs for publication as open data.
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○ Data set: It is used to indicate what data will be obtained from the KPI. It is a
second level of grouping, within each organization there will be several data sets,
to be able to order them within the open data system.

● Name of the KPI, so that it can be searched later.

● Description of the KPI.

Once we fill in the pertinent information, click on the next button to advance to the second step.
This time we will have to choose what type of KPI to generate, we have two possibilities:

● Simple KPI.

● KPI of Arithmetic Operations.

Simple KPIs allow us to work with a value that we enter manually or with a property of a device or
other data source. In the case of inserting the value manually, whenever the KPI is consulted, it will
show us said value; On the other hand, if we work with the data that we obtain from the property of
a device, we can decide that the KPI shows us the last value of the property or apply some
operation to the values   of a certain period of time, for example, we could configure a KPI showing
the average temperature for the month.

Arithmetic operations KPIs allow a higher level configuration than simple ones, this is because they
can work with multiple properties from different devices or other data sources at the same time,
and even with data obtained from other KPIs. Once all the values   to be used have been decided,
the operations we saw earlier can be applied to them and then combined in a final arithmetic
operation.

Create Simple KPI
Let's see the steps to generate a simple KPI, first we select the "Simple" option in the current
window. A�er clicking on the option, the bar that shows us the actions to be carried out changes
indicating the steps to generate a KPI of this type. Click on "Next" to advance to the next step.
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In the current window we have two buttons that allow us to decide whether to enter an automatic
value from a device or another data source or a manual value. In case of choosing the first option,
we have a search box where we can filter the data source by its name to choose the one we want.
Clicking on one will display a second menu where we must select the property with which we want
to work.

In the case of wanting to insert a value manually, the system will ask us through a form to insert
said value and the unit that corresponds to it, if necessary. We must know that if we choose this
option, the only additional step that we would have to carry out to configure the KPI is permission
management.

We are going to continue assuming that we have decided to work with automatic data, a�er
pressing the next button we will advance to the form of the fourth step. In the current screen we
must decide how to treat the chosen property, the available options are:
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● Obtain the last value of the property.

● Apply an aggregation function over a period of time.

With the first option the KPI will simply obtain the last value that the device sends us for that
property, with the second option we can indicate that the average, maximum or minimum for that
parameter be calculated in a time interval of one minute, one hour , a day or a month.

When we enter the configuration that we need, we can press the “Next” button to advance to the
planning. In this section, the system asks us to insert when the KPI value will be updated. We have
the following options:

● Manually: When the user deems it appropriate, he can tell the system to update the value
of the variable.

● Minutes: Every how many minutes the value will be updated.

● Hours: Every how many hours the value will be updated.

● Daily: We indicate at what time of day the value will be updated. We can decide if it will
only take place on working days or every day.

● Weekly: In this section we will choose which day or days of the week the value should be
updated and at what time said process would be carried out.

● Monthly: In this option we choose which day of the month and at what time the update
takes place.
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Once we have decided how o�en the KPI will update its value, we can click on the “Next” button to
advance to the “Assign Permissions” step. In this step it is possible to indicate which users will have
permissions to interact with the KPI. Through the search bar that appears on the owner, it is
possible to assign editing or viewing permissions to user groups and/or specific users.

A�er clicking on the “Next” button, the process will end and the system will display the following
message to inform you that everything has been saved correctly.
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Create Arithmetic KPI
We are going to see the steps to generate a KPI of arithmetic operations, in the first place we select
the “Arithmetic operations” option in the current window. A�er clicking on the option, the bar that
shows us the actions to be carried out changes indicating the steps to generate a KPI of this type.
Click on "Next" to advance to the next step.

In the current window we have a search box where we can filter the devices, other data sources
and/or the KPIs from which we want to obtain information.
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When clicking on an element, a second menu will be displayed where we must select the
properties with which we want to work. In this case we can choose as many properties as we want.

As the process progresses, the system will show us a screen where we can choose how to treat the
information we have just selected.

This window is arranged as follows, on the le� we have a menu that lists the properties of the
devices, data sources and the chosen KPIs; in the central part we can interact with an options bar
that allows us to indicate the arithmetic operations that will be carried out and also allows us to
add a new value. Just below there is a field that allows us to visualize the operation that we are
describing.
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To add a new property to the formula we simply have to click on it and select how we will obtain its
value.

This action will be automatically represented in the central bar of the screen where the current
status of the formula is displayed. On this screen we also have a button that allows us to indicate
the time interval that we want to use for the properties.
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Finally, it is necessary to know that the different operations must be included in parentheses to be
valid, to write a parenthesis we can do it ourselves by placing ourselves in the field with the
formula and using our keyboard.

If we make a mistake writing the formula, we can correct the errors using the "Clear all" button,
deleting everything we have written, or selecting the wrong part with the mouse and pressing the
"Backspace" button on our keyboard to eliminate said part. part.

When we have entered the configuration that we need, we can press the "Next" button to advance
to the planning. In the current section, the system asks us to insert when the KPI value will be
updated. We have the following options:

● Manually: When the user deems it appropriate, he can tell the system to update the value
of the variable.

● Minutes: Every how many minutes the value will be updated.

● Hours: Every how many hours the value will be updated.

● Daily: We indicate at what time of day the value will be updated. We can decide if it will
only take place on working days or every day.

● Weekly: In this section we will choose which day or days of the week the value should be
updated and at what time said process would be carried out.
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● Monthly: In this option we choose which day of the month and at what time the update
takes place.

Once we have decided how o�en the KPI will update its value, we can click on the “Next” button to
advance to the “Assign Permissions” step. In this step it is possible to indicate which users will have
permissions to interact with the KPI. Through the search bar that appears on the owner, it is
possible to assign editing or viewing permissions to user groups and/or specific users.

A�er clicking on the “Next” button, the process will end and the system will display the following
message to inform you that everything has been saved correctly.
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KPIs search engine
If we want to filter our list of KPIs we can use the search engine at the top and carry out a
personalized search. We have two options to filter: Name and Category. Once selected, we will
write the text to search for in the search box on the right.

My KPIs
We have a convenient view that facilitates access to the KPIs created by the user who has the active
session. To enter this view we only have to click on "MY KPIS" from the KPI management view.
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Modify a KPI
There is the option to change the configuration of the KPIs created, but to be able to edit them it is
necessary that they are owned by us or have permission to do so. To modify a KPI, just click on the
three points to the right of the row of the device you want to modify and select the “Edit” option.
This action can be carried out from the KPIs view and from the My KPIs view.

This will display a menu on the right side of the screen where we can see the current
characteristics of the KPI.
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In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the KPI.

We can see that we have the ability to modify the KPI name, description and category. We also
have access to two submenus, these are: Settings and Permissions. In the Configuration submenu
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we have access to most of the modifiable elements, in permissions we can select who or who has
access to our KPI.

In the case of editing a "Simple" type KPI, in the configuration section we could adjust the type of
KPI, the data source, the time period and the scheduler.

If we change the data type and go to “Arithmetic”, we can see that the editing menu changes,
giving us access to other configuration options. But we must bear in mind that we will lose the
previous configuration and we must adjust all the KPI parameters related to the Data Source.

Assuming that what we want to edit is the data source of our simple type KPI, we have the options
of changing the source from which we collect the data and selecting a new property.
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If we go from an automatic to a manual data source, the configuration options will adjust to said
change, allowing a value and a unit of measurement to be inserted. Also, since planning is not
necessary, it will be omitted.

Regarding the time period, we can define again the function that will calculate the value of the KPI
and what period of time it will take into account; We will do this using two drop-down menus. We
also have a button that allows us to disable this aggregation.
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We can also reconfigure how o�en the KPI value will be calculated, through a drop-down menu we
will choose the type and depending on the one we choose, a specific configuration of that type will
be shown.

In the event that we are editing an arithmetic type KPI, we have a configuration very similar to the
simple type in many aspects. We can change the type of our KPI losing most of the configuration
and we also have the same options to define the planner.

Although in this case we can also modify the source from which we will obtain the data and the
properties that interest us, we have a greater range of action since we can select multiple devices
and even other KPIs as data sources and also several properties of these sources.
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This same section has a button that allows us to modify the arithmetic operation that we defined
when creating the KPI in Create Arithmetic KPI. When pressing this button the system will show a
screen where we can view the current formula and add or remove values   as we are interested.

In the le� part of the window we have a drop-down menu that shows the selected data sources
and their properties. When selecting one of these properties, a menu will appear in which we must
mark the way to work with the property.
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With the buttons located on the field with our operation we will be able to insert new
mathematical operators and even generate constant values   to work with.

If we want to work with the values   collected during a specific period of time, we have at our
disposal a button that allows us to indicate such an action. A�er pressing the button located to the
right of the text “Aggregation of time” we will be able to select a temporary period in a new field
that will enable the system.
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Once our operation is configured, we click on the validate button to verify that the syntax of our
formula is correct. Once it is validated we can see that the button changes and instead of putting
"Validate" it shows the text "Confirm", if we click on said button the system will request that the
action of saving these changes be confirmed through a new window.

Confirming the changes in said window implies the immediate updating of the KPI, it is not
necessary to click again on the "Update" button in the editing menu.

In the last submenu we will be able to modify the permissions that users have on the KPI. We have
the possibility of using the search bar to give access to new users or groups of users and we also
have buttons to specify permissions for users who already have them and even revoke
permissions.
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Eliminate KPIs
When it comes to eliminating a KPI from the platform, there are two alternatives: one by one or en
bloc.

To delete KPIs one by one, we simply have to press the three points to the right of the KPI and
select the “Delete” option. A new window will open to confirm that we want to delete it. If we press
the "Delete" button again in that window, it will be removed from the system.

There is also the option to delete multiple KPIs at once. To do this, we select the ones we want to
remove using the selection box to the le� of each row. Once done, the trash can icon will appear at
the top of the menu, with which you can delete all at once. A�er clicking on this icon, a new
window will open to confirm that we want to delete the KPIs. If we press the “Delete” button in that
window, they will be removed from the system.
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Smart Panels Smart
panels are a new concept that you propose with our FIWOO tool capable of summaries of strategies
and objectives that we set ourselves to see in real time the evolution of certain previously selected
indicators.

We can access the Smart Panels manager by selecting the “Smart Panels” option from the menu
that pops up when you click on the button in the upper right corner.

In this section you can view and create panels based on strategies that you define with objectives
and goals according to your needs

Create a new smart panel

To create a new panel, click on the create one button as it appears in the image.
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Once pressed, the first thing we find is the panel that will contain the general information that we
want to give to the panel, which we will have to fill in to be able to access the next step of creation,
in this case the creation of strategies.

In the strategy creation screen, we must name our strategy and give it a weight. This weight should
never be greater than 100% among all the strategies or less, since it would not let you go to the
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next screen. To add more strategies, you can click on the plus button that appears next to the
image associated with the strategy.

Next we will give permissions to the users and groups that we want them to have access to.

and Finally we will save the panel, obtaining as a result the new panel
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Modify Smart Panel

To carry out the modification of a previously generated smart panel, we will have to go to the initial
smart panel manager screen that includes all the existing panels on the platform.

Then we go to the top of the panel that we want to edit and the “view Panel” button will appear, we
will click on the “View Panel” button

Once inside the panel a new section will appear called configure panel on which we will click .
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A�er clicking on panel configuration, a screen will appear where we can modify the data of the
previously selected panel.

Delete Smart Panel
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To delete the smart panel, we will go to the main smart panel screen and click on the dots that
appear on the panel that we want to delete. Then the delete button will appear.

When clicking on it, the corresponding confirmation screen will appear.

And finally we will delete it by clicking on delete.

Business Analytics
This section brings together all the necessary tasks to carry out Business Analytics processes that
our FIWOO platform contemplates.

In the image we can see how this content is accessed.
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Next, we will present these functionalities in detail.

Rules Management
When we talk about rules in FIWOO we refer to configuring the execution of actions when a specific
event occurs. With these rules we can automate the execution of certain actions based on the
values   that we collect from our data sources.

We can access the rules manager by selecting the “Rules” option from the menu that appears when
clicking on the button in the upper right corner.

Create rule
Important points initial screen:

● One or more devices
Important points conditions

● Nested conditions of type and/or and various nesting levels
● Available operators
● Rules with repetitions in time window
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● Rule execution modes: always or in time range
● Rules with geolocation (geoin, geoout)

Important points actions
● Expose the different types of action available and their configurations
● Show that you can have more than one action in the same rule

Once located in the rules manager, we can create a new one by clicking on the “Add rule” button ”.

This action will start a guided creation process in which we will have to fill in various forms that we
will discuss below. This creation process begins with a window in which the system asks us for
basic information about the rule that we are going to register in the system.

The top bar shows the various steps that need to be completed before the creation. The data that
must be entered are all mandatory, and they are mainly responsible for collecting the following
data:

● Name of the rule, so that it can be searched for later.

● Device or devices with which the rule will work.
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● Description of the operation of the rule.

To enter the name and description of the rule, the form has two fields in which we can write. To
enter the devices, the form has a field in which we can search and mark as many devices as we
need.

We can remove devices by pressing the “X” button located to the right of that device.

When we fill in the form data we can click on the next button and advance to step 2. In this step the
system displays a panel where you must indicate under what conditions the rule will be activated.
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In this panel there are several attributes that we can use to configure rules very precisely. In the
lower part there are two fields that allow us to decide if the rule is going to be evaluated all the
time or only in a temporary interval, in the case of specifying that we do not want it to be evaluated
constantly, a form will appear where we must indicate the following elements:

● Start time, indicating at what time the rule will be activated.

● End time, indicating at what time the rule will be deactivated.

● Days of the week, indicating which days the rule will be active.

In the center of the screen the conditions are configured, each of which has a series of fields with
which we will form the rule. The fields in question request the following elements:

● Device with which we will work.

● Attribute of the device to evaluate.

● Operation to which to subject this property.

● Value with which to perform operations.
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The operations that we have available to configure a rule are the following:

● Equal (=): The system will understand that the condition is fulfilled if the value received by
a device is equal to the one that we specify.

● Different (!=): The system will understand that the condition is met if the value received by
a device is different from the one we specify.

● Greater than (>): The system will understand that the condition is fulfilled if the value
received by a device is greater than the one we specify.

● Greater than or equal to (>=): The system will understand that the condition is met if the
value received by a device is greater than or equal to the one we specify.

● Less than (<): The system will understand that the condition is fulfilled if the value
received by a device is less than the one we specify.

● Less than or equal to (<=): The system will understand that the condition is met if the
value received by a device is less than or equal to the one we specify.

● GeoIn: The system will validate if the coordinates received from a device are within a
specific geographic area.

● GeoOut: The system will validate if the coordinates received from a device are outside a
specific geographic area.

Once we configure our first condition, we have the option to add others on other devices with the
“+” button.

Using the drop-down menu to the le� of the new rule, we can specify whether we want the system
to understand that the rule is valid if one of the two conditions is met (option "or") or that it be
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considered valid only if both conditions are met (option “and”). This new condition has a "-" button
that is used to revoke said condition in case we do not need it.

We can also create a condition on the same device if we press the button that illustrates a branch.
By pressing this button the system allows us to specify a new norm as we saw before, it is also
possible to indicate if we want to use the options "and" or "or".

We have the possibility of configuring the number of times the condition must be met in a time
interval to be considered valid. To access these options, we simply have to press the
hourglass-shaped icon that is located to the right of the condition.

A�er pressing the button, some fields are displayed in which we must indicate the number of times
a condition must be met in a given period of time to consider it valid. The time interval can range
from seconds to weeks. A condition can only have a time interval, but the sub-conditions can also
work with said activation interval

If we work with a device that updates its GPS position, we have the GeoIn and GeoOut operations
to specify actions based on the coordinates Of the device.
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The specification of this type of conditions is different, since we have some “Open map” buttons
with which we can select a geographical area within a map.

When you press the button, the system will automatically display a map; we can "zoom" inside the
map using the mouse wheel, this will allow us to find a place easily and delimit the area correctly.

In the upper le� part of the map there is an icon in the form of a pencil, pressing this icon we can
delimit an area on the map by clicking with the mouse. Each time we click on the map a new point
will be generated within it, we can insert as many as we want to specify an area precisely. If we
click on the starting point again, we will finish editing the area.
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We can take advantage of the precision of this tool to define small areas, such as streets, routes
and buildings. Or on the contrary, we have the ability to delimit regions as large as we want, such
as cities, countries or continents.

When we have a region delimited by points, if we click on that region we can move it to another
place on the map while keeping it pressed. It is possible to add more points to the region and
continue editing it by clicking on the edges of the region.

Once we have finished defining the region, click on “Assign area” to save the changes. The “Open
Map” button will have turned green, indicating that the condition is set correctly.
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Of course, this type of conditions can be combined with the elements that we have discussed
previously, allowing you to create conditions as complex as you want.

Once we have configured all the conditions we need, we can advance to step 3 by pressing the
"Next" button. Here we configure the action that will be carried out in case our rule is fulfilled. In
this step we are shown a screen where we can choose 5 different options.

● Update attribute: with this option we can modify the value of an attribute of a device or
entity.

● Notification: this option allows the sending of an email that notifies the recipients through
a personalized message.

● Tweet: This option posts a tweet with a personalized message.

● Alert: if we choose this method, an alert will be generated within the platform, which we
can access from the bell icon located in the upper right.

● Command sending: the last option is to send a command to one of the devices that we
have on the platform.
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The first action we will see is “Update attribute”. A�er selecting it and clicking on the “Next” button,
the system will show us a form where we will specify the device with which we are going to work,
the attribute that we want to update and the new value that said attribute will have.
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Once configured, we can click on “Next” to advance in the process, or on the contrary, we have the
possibility of adding additional actions by clicking on “new action”.

A�er clicking on "new action" the system returns to show us the available actions. This time we will
choose the “Notification” option and configure it. A�er clicking on "Next", the system will show us
a form where we must enter the email of the sender of the message, the email of the sender, the
subject of the message and finally, the message itself.

In the message, we can add variables that reference the current value of properties of the data
sources that we selected at the beginning of the process. These variables are defined using the '#'
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symbol, followed by the device name, which in turn is separated by ':' from the property we want
to use. For example, the weight of the device disp would be written #disp:weight.

Below the field where we write the message, we have a help to write the variables.

Once configured, click on "new action" to return to the options form and add an additional action.
Once in the menu, we choose the “Tweet” option, the system will automatically show us a form
where we simply have to write the message that is going to be sent through the social network.

In this message, as with the previous action, we have the possibility of entering the value of the
properties of our devices through variables. These variables are defined using the '#' symbol,
followed by the device name, which in turn is separated by ':' from the property we want to use.
For example, the weight of the device disp would be written #disp:weight.
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Below the message field, instructions for writing a variable are listed. We are also warned that each
attribute will count as 10 characters. We can see the number of characters we have written at the
bottom le� of the message.

Once the Tweet is configured, click on "new action" to return to the options form and add an
additional action. Once in the menu, we choose the "Alert" option, the system will automatically
show us a form where we must enter the data of the new alert.

The form consists of the following fields:

● Name of the alert, so that it can be searched for later.

● Descriptive message: we have the possibility of introducing the value of the properties of
our devices through variables. These variables are defined using the '#' symbol, followed
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by the device name, which in turn is separated by ':' from the property we want to use. For
example, the weight of the device disp would be written #disp:weight.

● Severity: this is a selection field in which we can choose one of the following severity
levels for the alert.

○ Informative

○ Low

○ Medium

○ High

○ Critical

Below the message field are the instructions for introducing variables in the message. These
variables are defined using the '#' symbol, followed by the device name, which in turn is separated
by ':' from the property we want to use. For example, the weight of the device disp would be
written #disp:weight.

Once the alert is configured, click on "new action" to return to the options form and add an
additional action. Once in the menu, we choose the option "Send command".
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The system will automatically show us a form where we must enter the device with which we want
to interact, the command property that we will use and the value that we want to send.

This form gives us the ability to choose one of the predefined values   of a command to be sent to
the device, and also allows us to specify a new value. When all the fields are completed, we can
click on "new action" to continue adding more actions that are executed when the rule is fulfilled.
In this case we are going to click on “Next” to advance to the fi�h step of the process.
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In the current step, we can review the rules we have generated and delete them by clicking the
trash can icon to the right of each rule. In the case of wanting to add more rules, we must click on
the "Back" button, this will take us to the previous actions menu and we can continue adding new
actions.

Once the rules have been reviewed, we can click on the “Next” button to advance to the last step of
the form. In this step it is possible to indicate which users or groups of users will have permissions
to interact with this rule.

Through the search bar that appears on the owner, it is possible to assign editing or viewing
permissions to user groups and/or specific users.

Página 268



Clicking on the “Next” button will finish the process and the system will display a message to
inform you that everything has been saved correctly.

From this moment the rule becomes operational, so when the conditions we specify are met, the
configured actions will be executed immediately.

In the section Modify a rule see how to deactivate a previously created rule.

Rules search engine
If we want to filter our list of rules, we can use the search engine at the top and carry out a
personalized search. We have two filter options, Name and Description. We will write the text to
search in the search box on the right.
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Modify a rule
There is the option to change the configuration of the created rules. It is important to highlight that
in order to edit them it is necessary that they are owned by us or have permission to do so. To
modify a rule, just click on the three dots to the right of the row of the rule you want to modify and
select the “Edit” option. This action can be carried out from the Rules view.

This will display a menu on the right side of the screen where we can see the current
characteristics of the rule.
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In the upper right corner we have a button that allows us to resize the menu, enlarging said menu
in such a way that it is more comfortable to edit the rule.

We can see that we have the ability to modify the name of the rule and the description. We also
have access to three submenus: Conditions, Actions and Permissions. In the Conditions submenu
we have the ability to add, view and edit the conditions that the rule will validate.

The first element to highlight is located in the upper le� part of the submenu, this element is the
"Active rule" button, if it is green it means that the rule is being evaluated. If we press it, the color
will change to gray, indicating the inactivity of the rule.

If we click on the “pencil” icon we can edit the conditions and the time intervals that we have
assigned. And if we press the “+ Condition” button, the system will show a new form with which to
add a new condition.
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A�er clicking on “ + Condition”, a new condition is added at the end that we must configure. We can
configure the number of times the rule must be met to be considered true and also add
subconditions to the list.

If we want to eliminate a condition or an interval, we can do so by clicking on the “x” button
located to the right of the element. By pressing this button the system will ask us to confirm the
deletion.

Finally, in this submenu we can specify at what times the rule will be active. To do this we must
activate the "Time Range" option and configure at what time the rule begins to be evaluated and at
what time it ends. We must also indicate which days of the week we want the rule to be active.

In the Actions submenu we have the ability to add, view and edit the events that will occur if the
rule is fulfilled.
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We can add a new event by clicking on “+ Actions”, when we press the system it will show a menu
showing the types of available actions, when we find the one we want to add we click on it and it
will automatically be added to the list of actions.
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A�er choosing an action type from the menu, a new item is added at the end of the actions list to
configure the new action. By clicking on the pencil icon, we can edit the actions available in the
rule.

We can add as many actions as we want. Each action requires a different configuration, which is
why the forms presented by the system are different, as detailed in the Create rule.

We can delete an action by clicking on the "x" button located to the right of it. A�er clicking, the
system will display a window asking you to confirm the deletion.
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In the last submenu we will be able to modify the permissions that users have on the rule. We have
the possibility of using the search bar to give access to new users or groups of users and we also
have buttons to specify permissions for users who already have them and even revoke
permissions.

Delete rule
When it comes to deleting rules from the platform, there are two alternatives: one by one or in
block.

To delete rules one by one, we simply have to press the three points to the right of the rule and
select the “Delete” option. A new window will open to confirm that we want to delete it. If we press
the "Delete" button again in that window, it will be removed from the system.
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There is also the option to delete multiple rules at once. To do this, we select the ones we want to
remove using the selection box to the le� of each row. Once done, the trash can icon will appear at
the top of the menu, with which you can delete all at once. A�er clicking on this icon, a new
window will open to confirm that we want to delete the rules. If we press the “Delete” button in
that window, they will be removed from the system.

Página 276



Data Analysis
Once we have seen the management of rules, we are ready to try to analyze the previously

processed data.
To do this, we will enter the Business Analytics-Data Analysis section as can be seen in the figure.

By clicking on Data Analysis, it will take us to an external component to be able to create our data
analysis models or use some already predefined ones.

Any knowledgeable data scientist will be able to easily write their models, import, and export them
once created.

We can use the help and examples provided by FIWOO to build the models using the libraries
already available in the environment and we also have the official jupyter documentation.
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Once the model has been created and exported in standard format, we will be ready to begin the
descriptive analysis process defined below.

Predictions

To access the predictions screen, we must click on the menu that hangs from Business Analytics.

When clicking on the predictions menu, a management screen like the following will appear.
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In this section, we have two possibilities. Create prediction or Upload AI models. Uploading AI
models will help us to add new models to the existing ones and to be able to enjoy a broader
catalog to be able to correctly create the prediction.

Upload IA Models
To upload the IA Models we will first start by clicking on the Upload IA Model button.

Once the button is clicked, the following screen will appear to start uploading the model.

We would fill in the name and description and attach the file.
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The next screen allows us to define the input and output parameters of the model which are
important when it comes to obtaining the result we are looking for and that the model has its
inputs perfectly defined.

Next we can define the amount of data that we want to take from the data set, the period of time
and the precision that we want to obtain approximated in our model.
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Finally, as always, we will assign permissions and roles to be able to see and execute said process
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and we would already have our IA model uploaded at the user's disposal to be able to create
predictions.

Create Prediction
To create a new prediction we will press the create prediction button as indicated in the image.

Once pressed, the following screen will appear where we will have to fill in the following fields.

Once the data is filled in, we will click on next and we will access the next screen in which we must
choose the previously created IA model.
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Once the model has been selected, we are ready to select the input data for the parameters that we
have previously defined in the model.

We can select the data set for the parameter and the specific data that we want to use for the input
parameter.

In the image below we can see this process.
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Finally, as always, we will add permissions and roles to the prediction and finish.

Once the prediction process has been created, it will be sent to the prediction engine so that it can
build it and it will appear in the creating state, as can be seen in the image.
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Execute Prediction

To execute a previously created prediction, we will click on the prediction in the points part. In this
way, the small menu will open where it will give us the actions to choose and we will select
Execute.

Once we click on execute the following screen will appear.

The execution will take longer depending on the complexity of the model and the data to be
analyzed.

Preview prediction result

Once we have run the model, we can preview the results obtained.

To preview a previously created prediction result, we will click on the prediction in the points part.
In this way, the small menu will open where it will give us the actions to choose and we will select
Preview.
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Delete Prediction

To delete the prediction, follow the same procedure as for the previous functions.

To delete a previously created prediction, we will click on the prediction in the part of the points. In
this way, the small menu will open where it will give us the actions to choose and we will select
Preview.

When clicking on delete, a pop-up will open where it will give us the option to cancel or delete.

We will delete and our prediction will be removed from the system.
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